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TRREARIFAR AT LASNSY RN e AT REM AT/ E F R iR E B — MR FRRE iR | iX
MY ERRREESESTH IR Linux REEFTFR | EHEXEY Windows Rt Eah&i#ERE DLL
( Dynamic Link Library ) fERIEEHREESH— MBIV AR | JWE] Linux REE_EXMIERUFTE

HI4E=FE so ( shared object ) SHHIFZRTFIEL,

AERICHER——Linux RRZAER |, FERLSRRIESES EEREIRY DLL 7 so #R5R3E(I , (BX
BHMEN—E , WRERAILERRZITHEHST REARSEMTAETBHRSR BN

XEFERITHREEFRIF— MR R R ARG, IR MFE AT R E TR IRIEREITI
BEIRM TIRARIER , K Linux XABARRSE , RiF— MR EFEMGRETREKRE
AYREL.

ERRBERNEFFAF—EBLARKERAIFZZEE | FFERRERREA—EMAFTE —MREWN
2R BRRZERIXFE I EERAREWRIEFME. Linux RE FRIREXIERFRE
FE—MFRRERAEES |, ERIRSHIAEZ—R insmod , XE—MEEBRAIE RSN
BZERAS S, REES |, IRIRE insmod XEAINE | 7 Linux K MR —MRBRRRE
EEN—MHEINEEERISE | £518(E | ET—ME Linux LEBIESERAYIKaNE R R E R
ABSBRUREZ.

Linux RABEANPIZESNBIHRME TR EZ/30T | (FEETRIRNIZIEREWEEX | AMmIsthE

BEEFHARIFBRIBRE—IRXIR , MNRNEBEAWEAE TR , ELRNFREEZH | BRTIK

EF B SELITIEERTREIBEIRKILATL , R Linux PRIMZIESANGIASE | H2BRI%

FhEREAOIRIRA |, LEANTERA insmod AR NE— MEHET , SiRAISESRIZZE U TENERES.
root@AMDLInuxFGL:/# insmod demodev.ko

insmod: error inserting ‘demodev.kel: Invalid module format

205 dmesg — T , BABEIPIENT DRSS TENHATHEE SR AR :

demodev: version magit3.1.7 SMP mod_unload modversions' should be '3.1.7
mod_unload

IERH TS | RRX—AREERRN L T XOMEPERRIEN., AHRRBI R R a S mE S,
E RS EERE ESEERANRE  TUASRERER , SEERSESHEERE BRI  #iEL ko
AT ERIFMBAIIEIR,

2 RENESIMSAERESNFEESHRSHR , WES—E=ET,
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B L XNZARENEF BB ELHATEE EHE T R | [RIRENGZ HAEIK AR R ERTIREER
MBI SRFPRZEIERE IR H, RIBE | Linux WK BRI FIEIRM 75
BRI | ARERT A FERNIR BN IE F RO A BB B MELR TR A BEIER TF , tBiF
BAZHIER MERES TIFERET | ATiE R SMRRBXRATER B AAFE .

EEANAEBEAIENX | BRAT HEFHETANIRLAL T B R AR RIX R AERRIE—IRR. — DARAEY
Linux IREIXNEF TR E NIZRRIRBEX LERNRRF LS HBANAIRRTT F | MFIFEXE
IRERTEZ RGN TR BFIAKATE. Bt , TIeRETFUXLTIEIRE  BRATHERCS
AyEFER D | Linux TROIREIXNEFREFB L ERL LB ZAINER T R RIEIRE RIS
MY, MXBERFEERNRTARERTHNBEN. FERERXTAITCHTARIREE :

RIZFIER S HFFSHUH,

E3ESEN)IESNEEN

RERAMEE AR ZEE AR S HRIRE SR,
TRREISEE R,

TR BIRRER R,

TRERAPRIRR AT I

1.1 AZRERAISEER

LA R RYR SRR Ll demodev.ko EESAHISURELSF =, L2 ELF( Executable
and Linkable Format ) 18z , EE{fith , RXERE—FEENT EEM BRI, A file (idE
& demodev.ko 34 , ATLASEIZSEN TAYEIE :

dennis@AMDLINuxFGL:/$ file demodev.ko
demodev.ko: ELF @it LSBelocatable, x8&4, version 1 (SYSV), not stripped

ELF 2 Linux MFEEZRAI—FESI | BURATHUTIEFERRIL ELF 7 EFE. A BASFA
8 ELF i8ARAATS | (RN TILEE R IR EERIERINE. SHAFSTIRRSEER
KER , EXEBAVES Linux FEEPENRY ELF FEXEIREN (BT x86-64 (AR ), 45
H ELF 80— MEBIFEAIE , W& 1-1 fis ( SGKEERSAV NS hEESIRE A ).

1-1 PRRE T IKAFERFIEIR ELF SU4RASFEZEIRY Program header table, ME 1-1 AILAEE! ,
BHSHY ELF SUEER SR BRI 0 A =K#B5 SkEBAY ELF header, HR[EJAY Section AIEEEBAT Section

header table,

S 1E ELF SUUMERT , ERESSH, ML 885K BATEBN SISH HITH ELF EERERRdtL, 294,
ELF SRR SR RS MEIRBR NERE | ILEFRA "8SH" WENE | ERSHER s E+ |, |
EREFRBIMENTRS "SSHN" AFERE , ERRRERE.

www.embexperts.com 2



GRN Linux IREIXNFERFPIRZALE )

B Tl ikt 20121

Section

Section
header
table

Section 1

Section n

Section header entry[0]

Section header entry[n]

#define EIf_Ehdr EIf64_Ehdr

typedef struct elf64_shdr {
Elf64_Word sh_name;
EIf64_Word sh_type;
EIf64_Xword sh_flags;
Elf64_Addr sh_addr;
EIf64_Off sh_offset;
Elf64_Xword sh_size;
EIf64_Word sh_link;
Elf64_Word sh_info;
EIf64_Xword sh_addralign;
EIf64_Xword sh_entsize;

} EIf64_Shdr;

#define EIf_Shdr EIf64_Shdr

1-1 ELF SZH-EIRS

é ELF header %

HR/NE 64 F 0, (UTFXMHLER, WTF MRS | Hh— S EEHIER RN T

e_type

RIASIMHRE , WTFRMER , XMER 1, b RRENERZ— N ELAY ELF 3¢

(relocatable file),

e_shoff

2588 Section header table R ES{ERHIRIEZE.

4 32 (SiZ % ELF header B9K/NA 52 =3,
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e_shentsize

Z%HA Section header table 53 hE— entry>BIA/N ( AT )

e_shnum

Z<BA Section header table FHZ /D4 entry, ALk, Section header table FIX/MES

N

e_shentsizexe_shnum P=F73,

e_shstrndx

5 Section header entry H1f sh_name —#2FEskSRAYTRIAY section AY name,
é Section &%

ELF SRR | (ISR E IR S RO — NEEXK IS, (BERSESEAZINER , 2RIESE
BB S EEFHINEXE (BL section B REREEEHHENER , BMAIE T H A S LR
RIATFESE b

é Section header table &34

IZERP T MHRERRE | BET (BRI ELF header H1Y e_shnum ZEE457E ) Section
header entry 5% , B4 entry EERFIVEIRGERE. MTIREWMNMERMS , —LHREE
RUETRRLRAOT :

sh_type

FIsRIRIRIZ entry RSN section BYRBAMEN  WTFRZRERHMS  EUAIXEEE
SHT_PROGBITS, SHT_RELA, SHT_NOTE, SHT_SYMTAB #11 SHT_STRTAB,

sh_addr

XMERRFRTRZ entry FIXIRAY section FERTFHRISERRIEIL, TERFSEISHINET | ZEN
0, HRPUBPIZINERRT , NNEESSRIZ section TEARFPAILIREIERKE sh_addr ( #1SRi%
section EIE{THAEI R HFEAEEE , BRAZEHN O )

sh_offset
FREAFTRIAY section EEFNEFHRIREBE.,

sh_size

5 EAES , entry EERBIMIENY , 1518 Section header table Hhf—4 entry, EAERE FRIKBERTTSAT
E—FEEAIRIAAR : entry[il&7s Section header table 7% i 4 entry,
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FHAIIRIAY section TESEFREFAIAN ( AT ), 28809 SHT_NOBITS f9 section b,
XFh section EXHREFRARLBEZIEL.,

sh_entsize

BT —FMERER section , iZ section ABRE—ABEIEA/NG entry FriGpavZE , AIF5%K
IR T sh_entsize FIsREFRES entry RIK/,

DA LB ME T PRRIEIR TR ELF SR — X REUEMR | EARARBINGMEF A RS ARIX L)
17 | SIRERERINEEENNHIERIERN | XEREN T RREAER IS ZANT e —
MEERAISARTEE (ANFRIEERT ELF AR TI RN |, XEHEFE—MEESEARE Linux 35
TEEY ELF XAHERAITHE——readelf ), FTRIDHTERINEX NAERIEITICRT  SokE—
MNEBIYRR | RREAEIMRSHFSER.

1.2 EXPORT_SYMBOL g9 #ZsCH)

BT Linux RIZIFRBRNIEE ROIZANE | IRFEPFERE S EXPORT_SYMBOL XHAIZ |, EHIECH
RERSNEFHHEESRKNENTT,. ASBOHAER , FIIRMECARAIMASEH—MFS | X
LS. BARIXLERZNLEINR , UETERBREFENENY , EARREFERFTHEERIE
WEEEET., AMXERNCRROENEERRT  MRREE]  HIKMEFESE printk Xt
BRI R EEBARERER.

ZAT54#A EXPORT_SYMBOL, EXPORT_SYMBOL_GPL 1 EXPORT_SYMBOL_GPL_FUTURE =&Y
SHFSHIRRNE. ZFAESHFSIEARMI—T , REAERRIMEIIETSERATHE
AEIRGHNF , ESHASX—HHE Linux RAFIHERNEFEEEEREN., RENZESEAT
AHRRINEED D HIMER A RIERA S H A STERS LA SX— BRI AZALH.

IRRBEIRIFAERIPIZIER | Linux RIZIEABE—HIRNIZIRG | [SNSHFSHAETEN. 3T
BSImEHETARIRZIMETS | BTSSR SHHEM ERSoR. A, RIARRAIH
PIRBRETEN | IIRIERA TR R EE AR R AR ( LUBRRRERERIT R
&), FIRmFHZRIRIZER | DRERRXFSSHHETES R S5 I BIRE (FER%E

LREFTERY ELF 3feh , IXMISIFHARD "RABRAISIA" ©) QB "RERRSIA" BRENAREE
TRERINEEAEREIZAT "RERATS IR FFSERFHRIERRBfRitbit,

AP SR BE R S R  ME R S SR ER M SHA SIS EE
L EXPORT_SYMBOL M MO FIE. MEBHE , EXPORT_SYMBOL SKRTASHIZRESTH]
TEET=EBHHKI | EXPORT_SYMBOL EENERS | SEEI AR MRS AES

O TERSRAUHEIEMNER | HEEERERIATTI AR LTS (HLasR-FERRIRY printk EEDRIEIRATE | I EERSE
FEZFEREAFENLN(UNDERRFS | it RILAbAHRA "FAERAS IR 5. EERIIEMNER , hriziER
IEESREMITIXL "RBRIOSIA" FFENBIRELE,
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2. RNTHEBIMNERD , B=ERD ARG R EME R IR AR REGE.
TEHETXERE R FAEREEERIRAET.

<include/linux/module.l»

#define __EXPORT_SYMBOL(sym, sec) \
extern typeof(sym) sym; \
__CRC_SYMBOL(sym, sec) \
static const char __kstrtab_##sym|[] \

__attribute__((section("__ksymtab_strings"), aligned(1))) \

= MODULE_SYMBOL_PREFIX #sym; \
static const struct kernel_symbol __ksymtab_##sym  \
__used \
__attribute__((section("__ksymtab" sec "+" #sym), unused)) \

= { (unsigned long)&sym, __kstrtab_##sym }

#define EXPORT_SYMBOL(sym) \
__EXPORT_SYMBOL(sym, "")

#define EXPORT_SYMBOL_GPL(sym) \
__EXPORT_SYMBOL(sym, "_gpl")

#define EXPORT_SYMBOL_GPL_FUTURE(sym) \
__EXPORT_SYMBOL(sym, "_gpl_future")

LA EF3RE Linux JRABHAEY EXPORT_SYMBOL EHEXZRMENATS. HPAY_CRC_SYMBOL A
SRIERMRAEFISEER  EAEREN "ERIMRAES — B g FLUTS, EE RN |
ATEEEFERETRNTIAT  REXWIZPIREHEENS | XMUSHASBE R
AR G MRAEBATURBDEEREMBEEE. o, ANAFHREL , KEB
EXPORT_SYMBOL(my_exp_ functlon){’EjJ—/\E-Mt HElF , BAEERNIIBEE—INER
my_exp_function IR , XM S HRHW G FREFHEBE EXPORT_SYMBOL_GPL #
EXPORT_SYMBOL_GPL_FUTURE &,

MBIHERSRRIEELIEY | 819 EXPORT_SYMBOL RLfR EEN THANEER !
static const char *__kstrtab_my_exp_function = "my_exp_function";

www.embexperts.com 6
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static const struct kernel_symbol __ksymtab_my_exp_function =

{ (unsigned long)& my_exp_function, __kstrtab_my_exp_function };

F—NLEENHERR char BI5E , AXEFERSEN/FSER  FIANTERBE struct
kernel_symbol B , FARETR—1RZAS | struct kernel_symbol FIEN A :

<include/linux/module.l»

struct kernel_symbol

{
unsigned long value;

const char *name;
|3

Hep |, value 2iZfFSH BRI , name BFFS8, ATl , REIZEIESTLRIE , A
EXPORT_SYMBOL(my_exp_function) kS HFFS “my_exp_function” , LR ERE@I struct

kernel_symbol FI—MISREIFINBHAXTXMFSHIRRES | FFSEFRNERBIL .

A, B EXPORT_SYMBOL FERXEH—IFE , AELMEEFZHFEFTE— struct
kernel_symbol Z.BUAINIER |, iZXISISHIE—"MERERY section 1 , TIFRFERNIKEIS— MEERY
section /1,

L EXPORT_SYMBOL(my_exp_function) A%l , BFFEHIFSE "my_exp_function " SIEHETE

— MN8& A " _ksymtab_strings © HJ section ® , ff§ struct kernel_symbol AJ 3J &

__ksymtab_my_exp_function SBEE—NEA “__ksymtab+my_exp_function” A9 section &
( X3 F EXPORT_SYMBOL_GPL #1 EXPORT_SYMBOL_GPL_FUTURE & E struct kernel_symbol

3T & A & B section & R W 4 B A “ __ksymtab_gpl+my_exp_function " #0
"_ksymtab_gpl_future+ my_exp_function” ),

XJIXLE section HEAFRELT—NMEZENFEAT |, BITHERNASHHERRTS . HERA SRS
BERRE BRGFEIREA “__ksymtab+*" B9 section IEBERENIZ ( SiERAZIER ) BYESZ
HHBA " _ksymtab” B9 section F ( W F BRI FRBFZA " _ksymtab_gpl+*" .

"_ksymtab_gpl_future+*", "__kcrctab+*", “__kcrctab_gpl+*" #1 “__kcrctab_gpl_future+*”
B9 section ZBEITFELLIR ), TEZ Linux PIKBMEIE TR BRFTARIBAOTERIARIME X R ER -

<arch/x86/kernel/vmlinux.lds

! STHRIZERSHNMFSTS BTSSR T AREZ A SERNFRNSAIEN , BHX MiHESE—E
SRNEHAIE ISR KRR B, EERINERISRET | BRSNS AR EsiZ A R AR RS EAFHAY
LB, XUFERBN "EEM" TR,
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__ksymtab : AT(ADDR(__ksymtabxffffffff80000000)

{ _start__ksymtab = .; *(SORT(__ksymtab+*)) _ stop__ksymtab = ,; }

__ksymtab_gpl : AT(ADDR(__ksymtab_gpl) - Oxffffffff80000000)
{ _start__ksymtab_gpl = ; *(SORT(__ksymtab_gpl+*)) __stop__ksymtab_gpl = .;}

__ksymtab_gpl_future : AT(ADDR(__ksymtab_gpl_future) - Oxffffffff80000000)
{ _start__ksymtab_gpl_future =
*(SORT(__ksymtab_gpl_future+*)) _ stop__ksymtab_gpl_future = .; }

__kerctab : AT(ADDR(__kcrctab) - Oxffffffff80000000)
{ _start__kcrctab = .; *(SORT(__kcrctab+*)) _ stop__kerctab = .; }

_ kerctab_gpl : AT(ADDR(__kcrctab_gpl) - Oxffffffff80000000)
{ _start__kcrctab_gpl = .; *(SORT(___kcrctab_gpl+*)) __stop__kcrctab_gpl = ;}

__kerctab_gpl_future : AT(ADDR(__kerctab_gpl_future) - Oxffffffff80000000)
{ _start__kcrctab_gpl_future = ;
*(SORT(___kerctab_gpl_future+*)) __stop__kcrctab_gpl_future = .; }

__ksymtab_strings : AT(ADDR(__ksymtab_strings) - Oxffffffff80000000)
{ *(_ksymtab_strings) }

HMANTEFREEEGRETRRERNIEND “_ksymtab+*” HJ section EHE—PHHHNEH
"_ksymtab” #9 section F1, LAER Linux IZASHEHEIIA |, BRAXITHRIRMS | BRUSEEMA T
LI ? ERRE -
<scripts/module-common.lds>
SECTIONS {
/DISCARDY/ : { *(.discard) }
__ksymtab 1 { *(SORT(__ksymtab+%*)) }

__ksymtab_gpl 1 { *(SORT(___ksymtab_gpl+*)) }
www.embexperts.com 8
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__ksymtab_gpl_future  :{*(SORT(__ksymtab_gpl_future+*)) }
_ kerctab 1 { *(SORT(___kcrctab+%)) }
__kerctab_gpl :{ *(SORT(___kcrctab_gpl+*)) }

_ kerctab_gpl_future : { *(SORT(___kcrctab_gpl_future+*)) }

TEBARYBIEASF , B EXPORT_SYMBOL(my_exp_function)BSMRASHT —MFS | HRIERIE
X4F EXPORT_SYMBOL ZRAMEIA fEBRXFHPROIZRF=4HE— 1B "_ksymtab+ my_exp_function”
Y section , EEERIFRSTIOIEX—/ , BBATLAA objdump TEXESER , (BRXENBEFRHEA
MiZzZ demodevko , BARXMRLNNIZERIVEELZT T RREEZNANLE K2 R:
"_ksymtab” section FE , MASHEI “_ksymtab+ my_exp_function” section, FiIBi%F
“objdump -x demodev.o” &< , IXHEARLIEZR “_ksymtab+ my_exp_function” section,
XEBZFLEBRBRINASHNMASHE—HEIXLAAR] section BE , 47 FEMNEEMRIRET
FESREHARLL "RFRATSIA" fFS  AHER "ERIINEERE" —THhaERXMAR, T8X
EBRYHEAE AN - start__ksymtab, _stop__ksymtab, _ start__ksymtab_gpl.

__stop__ksymtab_gpl. _start__ksymtab_gpl_future, _ stop__ksymtab_gpl_future , Bfil&
ENAESHNFTS R TERRHEABE.

MR R X AR R B F T AN RIS

<kernel/module.c>

extern const struct kernel_symbol __start__ksymtabl];

extern const struct kernel_symbol _ stop___ksymtab[];

extern const struct kernel_symbol __start__ksymtab_gpl[];
extern const struct kernel_symbol __stop___ksymtab_gpl[];

extern const struct kernel_symbol _ start__ksymtab_gpl_future];
extern const struct kernel_symbol _stop___ksymtab_gpl_future[];
extern const unsigned long __start__kcrctabl[];

extern const unsigned long __start__kcrctab_gpl(l;

extern const unsigned long __start__kcrctab_gpl_future[];

SNt , IEABET B ZERXEEEMASS ERFER. PRIERINFEEREMEERS "KiE
RS IR TS, SERIIXEENNEE., EEEREERIEHENATHIRESE , &Rk

www.embexperts.com 9
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TEHRELT—T section IFREZIM , FHRBIURZAREEF=EHZEEL__start__ksymtab iXFEEAIEE
B | XFEENERSHASHERIIINZSHFSHNERE TAENGES  AZRENETS
FMITIIXNARE,

1.3 BREREINEITZE

A=A |, A insmod XIFNE S RANZTARE—MIRIER | A THSFEMN ISR NINERTAY
WZITH. 2EA “insmod demodev.ko” &% demodev.ko IXBEHIRIZIEIRAT , insmod &8
SRRSO EEEIESNEIBRTEN—EBAEF , REEZRSAEA sys_init_module
LEPIZ IR NNE R EE NS TE.

1.3.1 sys_init_module ( £—&3% )
sys_init_module FIRERELS
long sys_init_module(void __user *umod, unsigned long len, const char __user *uargs);

Hrh , &—2% umod BiEmEF=SE demodev.ko SABMSEGERINTRIELE , 5758 len Bi%
NHREIRR) | FE=28 vargs BIEAIERAISEER P ZE FRIRTEIELE,

f£ sys_init_module EH , MBARRAYES EEZR BTV load_module FRERTTHAY , 1ZFEEL
BIENA

<kernel/module.c>

static struct module *load_module(void __user *umod,
unsigned long len,
const char __user *uargs)

FrE2%(E sys_init_module FEFHTE—H# , SR ETE sys_init_module FREI—FRESTER
ZEREL , ERIMEANNES 2B T sys_init_module B , iIRBETHEAAIL IR ZERL.

AT EESRHERAERINERT AT |, BAME sys_init_module S AFANERS : $—E5 218
load_module , SERAERIMNERZOINES | EHD REERAIIINERIR R FRIREHEE,
HATEEITIL5E load_module #8902 EB4EETIE sys_init_module BIE”ED. AT , ELREE
load_module iFRZHI , TEFE— M NZPIFEEENEIRE

struct module,

1.3.2 struct module

load_module EREEGREWEE— struct module ZEEIFIHEET , struct module ERZAREIER
SR INEAVELRASEERII— MNEEEEAISUREM ,— struct module SERAFRETLH— %
REETE Linux RFHAIHSR Z45E89E 0N kR T —LE trace #1 unused symbol #8&AIERS ) :

<include/linux/module.l»

www.embexperts.com 10
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struct module

{

enum module_state state;

/* Member of list of modules */

struct list_head list;

/* Unique handle for this module */

char name[MODULE_NAME_LEN];

/* Sysfs stuff. */

struct module_kobject mkobj;

struct module_attribute *modinfo_attrs;
const char *version;

const char *srcversion;

struct kobject *holders_dir;

/* Exported symbols */
const struct kernel_symbol *syms;
const unsigned long *crcs;

unsigned int num_syms;

/* Kernel parameters. */
struct kernel_param *kp;

unsigned int num_kp;

/* GPL-only exported symbols. */
unsigned int num_gpl_syms;
const struct kernel_symbol *gpl_syms;

const unsigned long *gpl_crcs;

www.embexperts.com
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/* symbols that will be GPL-only in the near future. */
const struct kernel_symbol *gpl_future_syms;
const unsigned long *gpl_future_crcs;

unsigned int num_gpl_future_syms;

/* Exception table */
unsigned int num_exentries;

struct exception_table_entry *extable;

/* Startup function. */

int (*init)(void);

/* If this is non-NULL, vfree after init() returns */

void *module_init;

/* Here is the actual code + data, vfree'd on unload. */

void *module_core;

/* Here are the sizes of the init and core sections */

unsigned int init_size, core_size;

/* The size of the executable code in each section. */

unsigned int init_text_size, core_text_size;

/* Size of RO sections of the module (text+rodata) */

unsigned int init_ro_size, core_ro_size;

/* Arch-specific module values */

struct mod_arch_specific arch;

unsigned int taints; /* same bits as kernel:tainted */

www.embexperts.com 12
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#ifdef CONFIG_KALLSYMS
/*

* We keep the symbol and string tables for kallsyms.

* The core_* fields below are temporary, loader-only (they

* could really be discarded after module init).
*/

Elf_Sym *symtab, *core_symtab;

unsigned int num_symtab, core_num_syms;

char *strtab, *core_strtab;

/* Section attributes */

struct module_sect_attrs *sect_attrs;

/* Notes attributes */
struct module_notes_attrs *notes_attrs;

#endif

/* The command line arguments (may be mangled).

keeping pointers to this stuff */
char *args;

#ifdef CONFIG_SMP
/* Per-cpu data. */
void __percpu *percpy;
unsigned int percpu_size;

#endif

#ifdef CONFIG_MODULE_UNLOAD
/* What modules depend on me? */
struct list_head source_list;
/* What modules do I depend on? */

struct list_head target_list;

www.embexperts.com
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/* Who is waiting for us to be unloaded */
struct task_struct *waiter;
/* Destruction function. */

void (*exit)(void);

struct module_ref {
unsigned int incs;
unsigned int decs;
} _percpu *refptr;
#endif

#ifdef CONFIG_CONSTRUCTORS
/* Constructor functions. */
ctor_fn_t *ctors;
unsigned int num_ctors;
#endif
Y
HAMRRASAEEERRRINEER D BRI EAX LA RN T —LEENNREER
AT
enum module_state state

BT CRERIIETRETAREMERAIRZ , module_state FIENIIT :

enum module_state

{
/TR RNNNEGH R FIAPIATS
MODULE_STATE_LIVE,
/RIS
MODULE_STATE_COMING,
/TR
MODULE_STATE_GOQING,

www.embexperts.com
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Y
struct list_head list
FISRISER R RAUEF IR R | A MERREE R SRR RTINS
AORRLR,
char name[MODULE_NAME_LEN]
TERETR.
const struct kernel_symbol *syms
PR S HAIRFS ArES AL,
const unsigned long *crcs
PIIRIR S H R SHIRI RS AT RS AL,
struct kernel_param *kp
POIRR S A EREE AL,
int (*init)(void)
IEMPIRIRRAIIA I REAOIEE | FEIZEBIRISHRE module_init ZRISTE,

struct list_head source_list
struct list_head target_list

FRSRTE AR BN RR R

1.3.3 load_module

TERRAERINEZE P RZOAIEREL , load_module ARRREAMRRINELITE, FHAVEFHET
IZERE , BT AL T RRPIIESRINENEEEIZ S | e T BRI —LIEEE BT | B
WIZIESANENEFRZAIE S HAIREL , SINEREIINAR RSP ERIERSHESHN/FS | LA
RIS EKIMNEBII S 8. ENBIXE S ABE | MR TR IRBAZA BRI KR FHTANE |
BB FATRE R BSELRAREL. ATLAUAE N FAELRIEARBIRE : 1§ load_module REULIBZEEIN
BEDRE TR |, BEPDTE FXFRIEIINF Rl seERERBPN IR ;| NRELIhEEZ AT
EEREMIKIIRR | LA A §1 B BINIHEE | A THRERIRUATZEZREI B Thae-HIRAtAINS , RIS
43 B IhEE ; M IR SMNY—LEAIGHE | AN LIIEEMRE  NREFRIK. BATHEIR
HER , BEBE—YEAKRENBAREENNS ZIEIE,

www.embexperts.com 15
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¢ fREER ELF 33 SRIARFIRE

NE 1-2 fis , FAFP=ERER insmod BE5oBId ARG IEEAZAER demodev.ko AYSZIAHER
B BERE-—RAFZENFEXES (EH void *umod Fix ), REEBERREA
sys_init_module HAZIRIZZE , @IS umod IBEHEASEUTET A ( BRMENASEE umod Fi
A=A len FIFHBERRSERIILZSEREST uargs ),

sys_init_module EREJ 1L FE—FEFHSIER load_module R , EEIEERNZZEFIAE vmalloc?

DE—RA/NERES len R9ttBHEZSE] JNE] 1-2 5 EIf_Ehdr *hdr Fi7s. SRAEEIS AR copy_from_user
REERAP = BN HEIESFZINZZEF , NTIERZZEPER demodev.ko A9— ELF &
SHRFIE | BEEERINEEESFIFISENR ELF SO SLEIRHTIEZUEE | LA LERFINEART
BEEEETAIPIEIR, load_module EREEE TRAMRIEERG LAULLARE /&AL , JOERUARE SEEN |
HISZIERR HDR fE (B 1-2 THRESMHERSFIEZNXE ). HDR B SBRNES
[EME&#E load_module £55RATIEIT viree FLARHL,

8 puizhfERE vmalloc ERERSERAIE SN — N ERELZR I,
www.embexperts.com 16
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insmod
) demodev.ko
’ |

bin read

to

home

dev

user void *umod —»
- ELF header

Sections

Section header table

EIf_Ehdr *hdr —» - -f— .
- '/'/ ELF header N
7 \
l .
1 Sections
N 7
N Section header table /-/
N .
T ~ "HDR

& 1-2 insmod ¥iERY ELF S AHEIE

é FHFERE (String Table)

FRERER ELF S&Eg— section , FASE(RTF ELF {44 section B REGESR |, 1XL&
FRUFF RN REE, B 1-3 QT — M ERI AT 53R,

HE 1-3 a7 , FRHRERPINZFEMEEF C ESTNERFRERE—HE , HLI\OER— 1 F/F
BBHIEERINC. H index IERNFRBENFERFBERSE index NERTHA | EEEBEI—M\0HRE ,

R index &MEIFENO" , FBA index IEMBIFEZENZER ( null string ),

TEBREMERFRTERY ELF 34 , —RRBRMNXIFRIZRER section , —NEREREFS section B
N=RE , 5 AREEFERTENTESN=RH. EAREERFERTES section , BE
BERXF section FIEMHEHITIEHA—HE.
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index +0 +1 +2 +3 +4 +5 +6 +7 +8 +9
0 \0 n a m e . \0 Vv a r
10 i a b | e \0 a b | e

20 \0 \0 X X \0

index  string

0 null string
1 name.

7 Variable
11 able

16 able
24 null string

1-3 FHRIERR

FM & section BIREFEEXR section EHMHE char *secstrings = (char *)hdr +
entry[hdr->e_shstrndx].sh_offset, MIXERHESRIFFIFER section FIEMBIINIER5T . BLE
1B Section header table #FFEH] entry ,Z3K—" entry[i]l.sh_type = SHT_SYMTAB g9 entry ,

SHT_SYMTAB ZKEBX/ entry FRIIRIAY section B—fRFE3KR. XMMERT |, entry[il.sh_link /75
BFRFFFEBR section #£ Section header table FHZERS|E , #aTiENR , FFSETRFRIBRAE
section FIEBIEA char *strtab = (char *)hdr + entry[entryl[i].sh_link]. sh_offset,

WOtk , BREFREER— section BIBFR ( {Ri&1% section 7 Section header table FHIZRSHER i ), P
ZA secstrings + entry[il.sh_name BA],

Z|Ilt, , load_module F#EIS LA FIHEFRE T section ZFRFRFEZAIEMIL secstrings FIFSH
FRERFERRAVENRELE strtab , IZINERFE XS EICRE—1 R struct load_info AYXISRLH
th, LABFEENEITiE P EA.

é HDR flEIMNE—X NS

TE3X{8 T section FFRFFERERAENMLE secstrings A SBMRFFRFAIEMIL strtab 25,
HIFRsE—/XiIBA Section header table FHIAFE entry , BEA entry A9 sh_addr 55 :
entry[il.sh_addr = (size_t)hdr + entry[i].sh_offset , iX#f entry[i].sh_addr 8% entry FrXI M
9 section 7 HDR #EHPRISCRRAFfEtL,

ERmHEEF , MR AEI CONFIG_MODULE_UNLOAD Z=&HEN’ , RIRFASTIESHSEE —

MER | X, SIFBFRA "exit” B9 section , R EBLELCIRIINGFH , AZABTE
FERRIIRL entry o sh_flags EETEIRY SHF_ALLOC #ra&h , ERT#ERIXMRGAIAY section &8

9 CONFIG_MODULE_UNLOAD %=F33k%HE Linux FIIZEE 35 module (4 unload 45t A1 EX44FA rmmod T
BMNRGPENE—MER,
www.embexperts.com 18
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"_versions"f".modinfo" , SHF_ALLOC #RE&EMASERREKEILL entry IIRAY section BALHER
BPAEDRE , AERLENABTLHEXBNITIE, IR RLETE rewrite_section_headers()EHEg
Syl

B TRISFIZINZEER HDR & , HDR MERIE—XKNERREESE HEKT Section
header table SPRIFLE entry (YRR ALR , At EIRBEMZM. FTHRE "HDR RERIE X
HE" —HHRBEIZXENS/FR HDR MESBRHHS | £HBE , HDR MESRILAERD
section RHIRBEI—MFRIRTFZ=EF , BERENELNRFAE.

é find_sec A%}
Rz find_sec k54K E— section 7E Section header table iyZE3|{H , EREUEELS :
static unsigned int find_sec(const struct load_info *info, const char *name);
HpE— S HR0EIERE
<kernel/module.c>
struct load_info {

EIf Ehdr *hdr;

unsigned long len;

Elf_Shdr *sechdrs;

char *secstrings, *strtab;

unsigned long *strmap;

unsigned long symoffs, stroffs;

struct _ddebug *debug;

unsigned int num_debug;

struct {

unsigned int sym, str, mod, vers, info, pcpu;

} index;

Y

HAVERRERIFINIC LR L ELEME TIZEWRNAEE | ERRICRER ISR ATREEIRY
—&ER | XEERERZERENMNHITREFRERETRSRAR |, EREReT , AEER ,
FA1A Id_info SRIERERIMIRLA. find_secORIB—NESEHREETIH section R , FTLUX MR
ERNRIRERNEEMEERI G HRL section AIRTR.

BREBNERATD | #IR[EIZ section 7E Section header table FiX3R; entry IZR5 (B , MIRIZHEIXE |

www.embexperts.com 19
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WiRME] 0, EREHIEMASSINTIZIFERESR : &[H Section header table HFEFEHR] entry ( BE&IRE
SHF_ALLOC #5&#4 section , X section TEERASHITHIAIHA SMLRAEEE ), &
—Nentry , FoEIEFTXIRAY section name , AFFUENR name SEUHTLLE , NRBSE | R
BB EI T XHRIAY section , IR[ELZ section 7£ Section header table FHIZ3 (&,

f£Xt HDR ME#HITE—RREZfG . Atz@E AR find_sec , D BIEKIATEFRAY section :,
“_versions”, “.modinfo”, “.gnu.linkonce.this_module” #1".data..percpu”., EFXHNESED

=

3 &R 7 £ & & Id_info->index.vers . Id_info->index.info . Id_info->index.mod & #[
Id_info->index.pcpu , LAFIER(EA,

‘ struct module AT E mod #i1B{t

1.3.2 55h$RET struct module 2RZARER—MERIVIFEEEAIEIRLE. 7 load_module
BRELFENE— struct module AR mod |, IZZERIVIIRHEBIIIRIR ELF 3X4H—PE
73 “.gnu.linkonce.this_module” A9 section K5ERAY.

ELF X4 HIMRIIX A section ESLRRHRAYRIF T Hitsemihy , FHEHBIRBNNEFRIFE.
RBAWFAE— TRFEIIERAENER ISR B2 “mod.c” B4 | FTFHZ
% SRMBUTENX
struct module __this_module
_ attribute__((section(".gnu.linkonce.this_module™))) = {
.name = KBUILD_MODNAME,
.nit = init_module,
#ifdef CONFIG_MODULE_UNLOAD
.exit = cleanup_module,
#endif
.arch = MODULE_ARCH_INIT,
Y

Hehpy_ attribute_ ((section(".gnu.linkonce.this_module"))) o RiEREMIRR 7 IZIER ELF X
&b “.gnu.linkonce.this_module” section HIHIRIE,

XERE MR E— L EEtE A ETF XS struct module 53R AY init 1 exit AL RZEHIHIIEN :
.init = init_module

.exit = cleanup_module

BSiREA] , XEAY init 70 exit MiZigEFAIAVIEREEFRBHSLIAVER VIR AT IE H RS |, 4
MRS FIEFRANR B IREIREF RN | SEREIFERIEAKE | TR R FHYREFE N A
WRHFTRHREFHFAZ init_module #1 cleanup_module, IXESLEFE module_init #1 module_exit
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BTG , WFEE— 1T AZERREHHSHI NS0 , efIFIBT gcc RAHAMBIERA

( __attribute__(alias) )

£ MODULE ZAEXRIRIHRE T |, B HIPIRIIAIRNIZIEIRTS , module_init ZZEXINT :

<include/linux/init.h>

#define module_init(initfn) \
static inline initcall_t __inittest(void) \
{ return initfn; } \

int init_module(void) __ attribute__((alias(#initfn)));

ZHEEXZOERE—G , Bl init_module FRERIBIFIZES initfn , MEEEEH1ERERK
IFEFPEAVERAIIA RSN , XESR H R exit BIRNIAIIEREL, B2  ERIGETR
BERBAILIET— “.gnu.linkonce.this_module” section , F#IEM T EHPHI—LEp R, EEER
InE3i2eh |, load_module REUSFIRIXA section FRETEREEAIIA mod HHIRBS R TE,

RIS EIRFYZE | WZET find_sec HEEHKE “.gnu.linkonce.this_module” section
£ Section header table HFFXIRIEIZESI{E modindex , X#£EIT FEIX/TEBEACIEHERT
“.gnu.linkonce.this_module” section fE7FHEISEFRIBE,

mod = (void *)sechdrs[modindex].sh_addr;

TR, BFE—RKER HDR MERYERN E , mod $55HEM TSEFRAY struct module FRrEERIRTED
., ETREMNSEE , & HOR IBSE - XRHEHERF , mod {5 BEcEHER
".gnu.linkonce.this_module” section FTER7ZFAIERLIMBAL,

é HDR M ERISE — RS

XXM S HDR MEAEKZHR section RERBEFFNNEZ BT 2 ERBIRIXL section
ORI RSB 1-2 R HDR & |, {#iE e Section header table #%% entry f sh_addr
BRI ERENARFIIL,

TENBBLEERTNN section HECFAINESEMENEZ BT , RZERINESSZEEREL HDR EH
HRLE section EERD , MNRBHANEEBHENTAME. PIZAAEH layout_sections BREIFESRIN
X455, 7E layout_sections EE(F , Niz2i&EH HDR MEHHIE— section , B—/MrIicH

10 SSPOIiER S | XHIENE | IAEREATRTE,

11 #N%7 MODULE ;8EEY , BPARRE LBIHIRIIEERISH Linux R —RMEN/MRENRZIRG , iXThiE
B, module_init ZRIBH3—_initcall , EFfEERIRENEE Linux RASIEHIRICMERER.
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SHF_ALLOC'?HJ section , JEEXIHSBIFASER X274 : CORE 1 INIT,

NTFERIXFR2E | layout_sections EREE T HMRE T SHF_ALLOC A9 section X 7 PUFh2EEY :
code, read-only data, read-write data #1 small data, {FHI—MFIET SHF_ALLOC A9 section
VEBTXIURSIH—E, ZiF, NE—1DEK , REEBRIED Section header table HFHIFFE
I J& section name ARELL".init"FFHAAY section X138 CORE Xz FHEX HDR &+ Section
header table X3z entry B9 sh_entsize , FALAICR A1 section #2iaitiE CORE X+ aIwER

=

=
entry[i]->sh_entsize = get_offset(mod, &mod->core_size, s, i);

BEAHH struct module 335 mod YR E core_size iR NEIZBIEEER/ER section HLERY
CORE XigA/)\,

mod->core_size += entry[i].sh_size;
I3F CORE XiZ+ AT code section 1 RO(Read-Only) section HIA/N , W% BIA struct module
ZEMhRIRLRESE core_text_size F core_ro_size FioRE.

FF INIT Xiga9s528 , 1 CORE XKD EA—HE , RRAISETETF INIT XiEHJ section ,
H name BALL"init"FFEE , AIZA struct module &R RATE init_size SEITEaT INIT X
AT,

mod->init_size += entry[i].sh_size;
FF INIT XiZFH9 code section 1 RO(Read-Only) section BIK/N , W& BIA struct module
PR RESE init_text_size ] init_ro_size 3KIER.

layout_sections()ERE R 2T ERAAY section HITHRMMEELIE , HIRBEIEESEIR
section H{THIRIZ.

XS section HITIRBBZAT , T RSB IMNHFSRILE , WizliBi@ZER layout_symtab
RERTEM. Linux IRZBBHIREREERT WZEEE CONFIG_KALLSYMS £H7T
layout_symtab EREIRIPFIARREIRIE N .

NRZB/SA CONFIG_KALLSYMS , BBA layout_symtab BREFHENTEREL , AMEEATES.
CONFIG_KALLSYMS 2—MRERZBMEH R ERE B SHIECEIRIT A£RKECE X4 Keonfig
&, AJLAERIAI TR

Say Y here to let the kernel print out symbolic crash information and symbolic stack backtraces.

12 SHF_ALLOC tRE%mi% section TEEHIE(TIHfES , EELHARFEE. 1RiE ELF spec(Portable Formats
Specification, Version 1.1):SHF_AL1L @ke section occupigremory during process execution. Some

control sections do not reside in the memory image of an object file, this attribute is off for those sections.
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This increases the size of the kernel somewhat, as all symbols have to be loaded into the kernel

image.

BEZ , XRMATHERFGEAMBINANET  SRERHHESERERZIRESIHEX (5
RERNRSERFBSENIEN )

EFSRT CONFIG_KALLSYMS J5EIRAY Linux IREGHIER ERFRIRIER , 2SHMRERESKEH
PR SREERTT ., BTERKIERE ELF 324 | RFSRATTERT section i&H SHF_ALLOC

Tn , FTA EEHREIAY layout_sections BREIEEASIERFS R section £J3%) CORE KiFH , thAs
IBRFSRNSE INIT Rigid IXERATARZEEIE B8R layout_symtab JeXIFFS3Rit
(EpaESEGEESy SISER

TEXSPIAZARR ELF SX#PRY section ##77 CORE F1INIT ik 2 /a MR move_module
B9 CORE #1 INIT Xigio By AR EHMELERIRIBaNIE, move_module RISCIRAERXTLL
REE , BBE vmallocexec KRN EFLENIF, sRENEMU DI ICERE
mod->module_core 1 mod->module_init 7 , SAFIEITMAT section ZUERFIBEIEFE CORE 1
INIT KIFFTEREZBENREMNE . B |, TEES section IBRIEFRINEBILZ 5 |, NiZE
X5 HDR fHEFAY Section header table %35z entry B9 sh_addr , LAEEFSHEEHIHbE,

72, BT AT “.gnu.linkonce.this_module” section E—N SHF_ALLOC irEHaI S0E
section , tBS#IRFEI CORE XIFFREREZEN , ArLAEH mod FTEFEZISAFIAGES
HE -

mod = (void *)info->sechdrs[info->index.mod].sh_addr;

XEZFrLAZEYS HDR MEFRRYRLE section MIXEERIRT | EENERRIIZISRRERE , FRS
RN HDR ANEIFTERIRTRE | AUt | FERERIEH TSRS | INIT RISFERREEE

SRR, AR, S—MESRIRIINEHRS | et TIFmefE  REBTRINNE
CORE XIFFHINZ , Eiti55% CORE KigFAISIEN RIRRERRHENEFREISEREIAY

WMLSMEZ 5, FAEE 1-2 B ESEITE 1-4

13 layout_symtab EREIRRIBPIZIERPIFTER SERE | ERURBIBLINER “core symbols, BFRIBER

is_core_symbol ER#{, LEAMH “IREB" FIBRFSREZISHMIE CORE Xigih , EAERIINENMEREIIT—BFHE.
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mod->module_core

EIf_Ehdr
*hdr
section 1
| section 2
\ INITM p o
. - < mod->module_init
\ section 1
\ section 2
\
N, s
HDR Nl -

1-4 FEHINERTHI section {78
é HRSHNTS

BAIREERNN AT LAERANZESE EMERSHIAS |, METUEIINSHECHMAS | RRS
HESFERANEINIRNZSH A EERNTTES—8 . EXPORT_SYMBOL, EXPORT_SYMBOL_GPL
#0 EXPORT_SYMBOL _FUTURE, B 1.2 HHXLREXABITAR , HZERSESHI/FSS
BIREl “__ksymtab”, “__ksymtab_gpl” #1 “__ksymtab_gpl_future” section g,

MR—NRIZEREINRESH T EENRTS | FPABHERNRE T B RIS R AR AL

XLSHFFSHY section , MEIXLE section B SHF_ALLOC #7& , FTLATERESR NS IZH AR
%2 CORE Xigih, MNREHSEMIINARSHEARTS | BRATEERN ELF X4 , BRAEARSE
FRIXLE section,

BR  IZHEENMERSHOFFSHTERR | LEEEEMRRPARL "REFREISIA" FFSat6e
BHEXLERFS, NEIHERSHARFSAIEIRGERET struct module S IITHIRRREE

<include/linux/module.h>

struct module

{

/* Exported symbols */

Y EAESE 121, RITSIRDERAGHERIA SRZA N AESHAT S HKE) « ERAVGEEIAEEN
_start__ksymtab XFHUER | FTLUE FRHMIESBRNRNAEERR SHNFS.
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const struct kernel_symbol *syms;
const unsigned long *crcs;

unsigned int num_syms;

/* GPL-only exported symbols. */
unsigned int num_gpl_syms;
const struct kernel_symbol *gpl_syms;

const unsigned long *gpl_crcs;

/* symbols that will be GPL-only in the near future. */
const struct kernel_symbol *gpl_future_syms;
const unsigned long *gpl_future_crcs;

unsigned int num_gpl_future_syms;

}

TEH8 HDR #EFHY section IFBEIRLLAHI CORE FINIT KifZ 5 AiZiEid % HDR #E+ Section
header table f9&#; , K18 “__ksymtab”, “__ksymtab_gpl” #0 “__ksymtab_gpl_future” section
1£ CORE Xigirppyitttit , JEHEIEFETE mod->syms, mod->gpl_syms 1 mod->gpl_future_syms
&, iZ{E55H find_module_sections ER&k5ERL , EAEXABHERNT !

<kernel/module.c>
static void find_module_sections(struct module *mod, struct load_info *info)

{

mod->syms = section_objs(info, "__ksymtab",

sizeof(*mod->syms), &mod->num_syms);

mod->gpl_syms = section_objs(info, "__ksymtab_gpl",
sizeof(*mod->gpl_syms),

&mod->num_gpl_syms);
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mod->gpl_future_syms = section_objs(info,
"_ksymtab_gpl_future”,
sizeof(*mod->gpl_future_syms),

&mod->num_gpl_future_syms);

}

section_objs(REFEEAERAER find_sec SREIKABRAY section , FBEIRE—NSEHREZFAS
RHEASHNE.

gntt , RZBTXEEFEFAEE—MERSHFSHERES | ME 1-5 Fix. EERBER RN
“find_symbol F&" FPHHEIXLTENRRAIR.

COREM p
mod* - -
.gnu.linkonce.this_module
syms
gpl_syms
__ksymtab --
gpl_future>syms| _ksyme_gm

__ksymtab_gpl_future

& 1-5 WERSHNRS
é find_symbol R %L

FERRRINESES | find_symbol ENMFREZEAIRE , MERX , ERRELR—MFS. SRR
RINEEERIERPE— "RBRAISIA" FFESHIHE , XRPMREFEINSWERD, ZREHHR
B0 -
const struct kernel_symbol *find_symbol(const char *name,

struct module **owner,

const unsigned long **cr,

bool gplok,

bool warn);
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H , 8" SHIFARBBN | REERNFSE | BN SHALERB/RSTRREIER |
fENIRENE ; B=NSEHFRTSHY ore B3R5 |, (ERIREE. FMSHIFAREEAN  £TrEE
HRIFFSEMENE GPL thil.

ERNEIXNREHRERZRT , BRBELNBIVN RSN XVMNEESHISHE find_symbol B
AOE e AEE

<include/linux/module.h>

struct symsearch {
const struct kernel_symbol *start, *stop;
const unsigned long *crcs;
enum {
NOT_GPL_ONLY,
GPL_ONLY,
WILL_BE_GPL_ONLY,
} licence;
bool unused;
L
struct symsearch FIEXINEELRIT—FFSE section , EIER , WEEBRKNENMFSE
section , IZFRERE A ZF=4E—1> struct symsearch ZBIAISLA), F5HURFRIRLRZER start 7
stop DBHEMXINL section AIFFHAFILERIbLL , bool BUAY unused FRFkERTFRHNKESEE T
CONFIG_UNUSED_SYMBOLS %I , MEXMAIE "IFER" B9, KIEBEXMAMRLERERE
K AABREXEBR—T , ERENED B RIREIZEIE R A B FRARE. 5—
ELIEERIRRE enum B licence , GPL_ONLY RRFESRIZHHAHE GPL X AELR{ER |
NOT_GPL_ONLY RFRA—EEREGHE GPL il aviEHR{ER , WILL_BE_GPL_ONLY FRERRIZ
HEEHIE GPLYAIRIRER. BREE—T NOT_GPL_ONLY #F5H EXPORT_SYMBOL Az St |,

GPLONLY # £ @3 EXPORT_SYMBOL GPL fa %= S f , WILL BE.GPLONLY # £ m
EXPORT_SYMBOL_GPL_FUTURE fa&=&

<kernel/module.c>

struct find_symbol_arg {
/* Input */

const char *name;
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bool gplok;

bool warn;

/* Output */

struct module *owner;

const unsigned long *crc;

const struct kernel_symbol *sym;
%
find_symbol_arg RHEHRFFSHIFRSE , ATLIERIEARSEERRS find_symbol REURE
PRISEGEE—EL £ find_symbol REGERHETS —MZEERIRE fsa BREERBPERER.
U748 find_symbol f9Ihae , SRR ¢

<kernel/module.c>

const struct kernel_symbol *find_symbol(const char *name,
struct module **owner,
const unsigned long **cr,
bool gplok,

bool warn)
struct find_symbol_arg fsa;

fsa.name = name;
fsa.gplok = gplok;

fsa.warn = warn;

if (each_symbol_section(find_symbol_in_section, &fsa)) {
if (owner)
*owner = fsa.owner;
if (crc)
*crc = fsa.crc;

return fsa.sym;
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}
return NULL;

—

&I O2YFF each_symbol_section(R&itt , & RARHI T SERIEERE , NTLIRE
£l , XEFERRERAE  MEERHAETEINEER.

AL |, each_symbol_section FREXATLAS REFANERS  —E28 0 RERZSHIRGSRPERIIMN
S | IRKE , BB fsa REZFEREE , B , BHHTESHONENK  FTH0RER
SFHEMNEAER( RATFE SRIINEAEREBLUERNFE N RFE—12BEE modules )
HNSHFSERFERIIMAITS | RKEFED fsa IREIZFAFSHER | ANREIRE] false,
1-6 B/~ 7 find_symbol &K —MTER A RERERIEE

Linuxp E
1 2 n
modules » <+ <+—>
. . ¥F - F -
o b 7~ —
find_symbol()

1-6 find_symbol EEHFETHHERRR
B ENRRFF SR TERRS , BFEMIE— struct symsearch REIRGEEA arr,
static const struct symsearch arr[] = {
{ _start__ksymtab, _stop__ksymtab, _start__kcrctab,
NOT_GPL_ONLY, false },
{ _start__ksymtab_gpl, _stop___ksymtab_gpl,
__start__kcrctab_gpl,
GPL_ONLY, false },
{ _start__ksymtab_gpl_future, __stop__ksymtab_gpl_future,
_ start__kcrctab_gpl_future,
WILL_BE_GPL_ONLY, false },
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I

EEIXER_start__ksymtab, _start__kcrctab #1_stop__ ksymtab HZEEXZXERIEN
"EXPORT_SYMBOL RIM#ZSEI" — Tzl B EZAVE R A e L SRR AR |
FPZIRRSAERARA |, IR T ERENIRIEHNR T .

RHEAEINRNSHESE | BISAREEL each_symbol_in_section , F&EAIOMIBERIIT
(RTEEHE ):

<kernel/module.c>

static bool each_symbol_in_section(const struct symsearch *arr, struct module *owner,

void *data)
unsigned int i, j;

for (j = 0; j < ARRAY_SIZE(arr); j++) {
for (i = 0; i < arr[j].stop - arr[j].start; i++)
if (find_symbol_in_section(&arr[j], owner, i, data))

return true;

return false;

}

AT EAZNSERFSRYIERE—IEENRTSSE | each_symbol_in_section R FEHRTHE for
183K 1 4MNE j 5158 for EIRRER TS sEFTENNZESHTEFRFHI section ; KE i 515
for B ARIBHIMNE for IBIRRTIERER section FRIEA struct kernel_symbol 28I 5TER. XIF
& kernel_symbol X452 , #<IEAA find_symbol_in_section FEGHITERK,

AT EEBEBRAZMBERMOALE "RERNSIB" 75, BUEFASHF—T
find_symbol_in_section BERIEEINRE, FAXS Linux FRIRERNEFRMS , JLFBREBEM
XANREF TS | BEMIEREAIZAE | Sk —EENNSEERA HIAEXERE | B LUSEREE
UHRERR, B, WTFHE "_GPL" ERINFSE , AERNEFNARERSEERIBE

RIAEREEERE SRS ? BT 5 find_symbol_in_section &y , tBAJLUSZIRT

BE=,
find_symbol_in_section EREHFEERCHEUT :
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<kernel/module.c>

static bool find_symbol_in_section(const struct symsearch *syms,
struct module *owner,

void *data)

struct find_symbol_arg *fsa = data;

struct kernel_symbol *sym;

sym = bsearch(fsa->name, syms->start, syms->stop - syms->start,

sizeof(struct kernel_symbol), cmp_name);

if (sym != NULL &8& check_symbol(syms, owner, sym - syms->start, data))

return true;

return false;

}

BREE TR bsearch(|REFESRIIAFS R section FiHIT—HEK , BARFSRAER section
SChR EFEE struct kernel_symbol SRBIIRISRFARAIENE |, FRLAX MREN SRIFIEMR |, 1R
KR TIEENFS | bsearchREREFMFSAINIS sym , BURE NULL, RISHEEEXF
section FREIIREI TIEENFRFSE | BABAMMEBXNSHNFRFS—EILARIERFTER. AR
ZEEEER check_symbol (BREXTHREINFAFSHITIAE , LAE RS SR ESINEAVESFT
5. check_symbol()EREHISCIANT :

<kernel/module.c>
static bool check_symbol(const struct symsearch *syms,
struct module *owner,

unsigned int symnum, void *data)

struct find_symbol_arg *fsa = data;
if (Ifsa->gplok) {

if (syms->licence == GPL_ONLY)
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return false;
if (syms->licence == WILL_BE_GPL_ONLY && fsa->warn) {
printk(KERN_WARNING "Symbol %s is being used "
"by a non-GPL module, which will not "
"be allowed in the future\n", fsa->name);
printk(KERN_WARNING "Please see the file "
"Documentation/feature-removal-schedule.txt "

"in the kernel source tree for more details.\n");

}

fsa->owner = owner;

fsa->crc = symversion(syms->crcs, symnum);
fsa->sym = &syms->start[symnum];

return true;

BAOMETCH L T XRARERNZSHNFERFFITER | BEF syms->licence NERE
each_symbol_section FRE{IEIT arr #21EEFSHTER , BB NOT_GPL_ONLY, GPL_ONLY %[
WILL_BE_GPL_ONLY , EfREER XA S#SHATEERR EXPORT_*Z=RTE,

il fsa->gplok 1 fsa->warn RNSERE 27 find_symbol F#+ 2EIEERIRESEHUEND.
fsa->warn TERKEHIESERA%LE. fsa->gplok ARFRIRIEMSAMEREARZHE GPL
1% ( GPL module ¢ non-GPL module ), fsa->gplok = true ZREBIXZEA GPL module , BN
& non-GPL module, WZFI—MERES GPL S , EFRIAEEEN "HERNER" 9
FRRE.

XFF— non-GPL module = , EABEERNZSENET GPL_ONLY BIERLFTS | FRLABDEZ
R — "RERRAISIA" FFEENE ERZSHN—ET GPLONLY BIfFS | hReEiAAE
HTh. (ERMNEESERNFFSLE E—NEF WILL_BE_GPL_ONLY 9fFS , AN SHN/AS

"¥GKER /9 GPL_ONLY" FrLABMEIEERAZ GPL_ONLY EHHEEEMINN AIEMELL |
E AR RRIE R EB RN ERZAFS KB R HBEmRAEE |, ATLULRBRILESRZ | IR
fsa->warn AE , LB printk LEH—MEEER. X F— GPL module S , —H#iR , BILA
ERRZSEIFRERS,
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BREBNRATHEREIFGS FIBEHER data #85HESEHME— struct find_symbol_arg 284S
T E fsa)BfrSEXERMELE LERRNRE  NTHRZSHENFSMES  EARTE—FEE
B, FTLUXFMERZ T owner A& NULL, RESEE—X symversion()EREHIER , FE/E5N
TIERIRAIZEHIRIERS T (CONFIG_MODVERSIONS =y) , iZEBREISIREIXFIFRFSIE crc section H
XIRIAY cre FrfERditt,

Z1t , find_symbol B955—887 | BIMERNZSHIFSERTERIEENAFSELER. MRIBENFT
BiRBEERZS TS RPN  BBAKBHEN find_symbol EREMETES  SUFSEK
SSNRGSEIAAVILET N

TEFHENE find_symbol RIS —ES , (LAMERFCEMBAMRRET SIS RPERFTS.
RIZPIARUEBRY | FBEEME— PR RES e N EREE

F— BRREINNSHRGLZ G FEFRTIXIERE struct module 3584358 mod JIAZI modules
b, EERAZMEFN— I 2RIEREE | ARKCRRSETITECINEATER,

<kernel/module.c>

static LIST_HEAD(modules) ;

list_add_rcu(&mod->list, &modules) ;

F— ERSHIFFSERICRAE mod FIBEXKRRZET X MNIEMNFMEEES NAZRIER &
REHRIFS" &5
ERFFTAEENSERSHIIFSHERE —IEEFS | ERORBHRERNT
<kernel/module.c>
bool each_symbol_section(bool (*fn)(const struct symsearch *arr,

struct module *owner,

void *data),

void *data)

list_for_each_entry_rcu(mod, &modaules, list) {
struct symsearch arr[] = {
{ mod->syms, mod->syms + mod->num_syms, mod->crcs,
NOT_GPL_ONLY, false },
{ mod->gpl_syms, mod->gpl_syms + mod->num_gpl_syms,

mod->gpl_crcs,
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GPL_ONLY, false },

{ mod->gpl_future_syms,
mod->gpl_future_syms + mod->num_gpl_future_syms,
mod->gpl_future_crcs,

WILL_BE_GPL_ONLY, false },

if (each_symbol_in_section(arr, ARRAY_SIZE(arr), mod, fn, data))
return true;

}

13T find_symbol BISE—&% (ERHRSHINFSERTERE /S ), B8R0 E—HNKBIET
HIERY arr H4E , EERTHERMBIEPHEEMA mod->syms, mod->gpl_syms #1
mod->gpl_future_syms FXE , XMPERAMER N ERIRMAMER SHZIHZMFHIARE. &
Hr2BHER modules EFHFTR SINERIPZIER JTEPRIS—RREPHTIE— R arr 5148 |
REEETEBFENHS.

é Xt REBARBSIA" 5 (unresolved symbol ) R94-TR

AT ESIRIBEIRZAEIR ELF STARRY "RFRAISIRA" 75, FMBRY "REERASIA" &5, 5
R RIF TSR THHRE AR 200 ko SR , X TFRIRPIEFAN—LRE , RER
AOLEAN printk BREY | SEE T BREMZRREIAIE B s EX NMRERIRMASTI ( EAXD
BRECRTE Linux IRIEAERHSEIE | S <SHREET RIFAREMIBRX4H | SERAEHET
BEATSOARNIZEZERRZAIERXG ), USRI NMISIRC A "RERISIA" , e[
SRIBNG— B LR R PO AR R NERRT ( AR DR EMIZEE BEADPIZIER S HAVRF S EX

A "REERAOS IR FSY , RMHEZASENRETLE , AR RIERIORETER )

Linux lizs , —PE 7 simplify_symbols RIREFRSEIIX—IhEE , X MREEEAIRL , &
IABFAE— T BRI,

<kernel/module.c>

/* Change all symbols so that st_value encodes the pointer directly. */

static int simplify_symbols(struct module *mod, const struct load_info *info)

15 EEAlfE Linux SRETEIE nm RS SkBEE—MERPHIINATE “KEBRIOSIR" 55, b :
dennis@AMDLinuxFGL:~$ nm demodev.ko
Zadmts , frERiET— "V iRSHRSIA RERINEIRT /5.
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{
Elf_Shdr *symsec = &info->sechdrs[info->index.sym];
Elf_Sym *sym = (void *)symsec->sh_addr;
unsigned long secbase;
unsigned int i;
intret =0;

const struct kernel_symbol *ksym;

for (i = 1; i < symsec->sh_size / sizeof(Elf_Sym); i++) {

const char *name = info->strtab + sym([i].st_name;

switch (symli].st_shndx) {
case SHN_COMMON:
/* We compiled with -fno-common. These are not
supposed to happen. */
DEBUGP("Common symbol: %s\n", name);
printk("%s: please compile with -fno-common\n",
mod->name);
ret = -ENOEXEC;

break;

case SHN_ABS:
/* Don't need to do anything */
DEBUGP("Absolute symbol: 0x%08Ix\n",
(long)sym(i].st_value);

break;

case SHN_UNDEF:
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ksym = resolve_symbol_wait(mod, info, name);
/* Ok if resolved. */
if (ksym &&t IS_ERR(ksym)) {

sym[i].st_value = ksym->value;

break;

/* Ok if weak. */
if (lksym && ELF_ST_BIND(sym[i].st_info) == STB_WEAK)

break;

printk(KERN_WARNING "%s: Unknown symbol %s (err %li)\n",
mod->name, name, PTR_ERR(ksym));
ret = PTR_ERR(ksym) ?: -ENOENT;

break;

default:
/* Divert to percpu allocation if a percpu var. */
if (syml[i].st_shndx == info->index.pcpu)
secbase = (unsigned long)mod_percpu(mod);
else
secbase = info->sechdrs[sym([i].st_shndx].sh_addr;
sym([i].st_value += secbase;

break;

return ret;
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}

BS2 , TEMNEAERANSIES | simplify_symbols EREFEALBIEEINRAERPRE KER
RISIA" FFSFEIEMBRbL, MXBRABIEIEREERIEERS ELF S BRIEXHR
2 BAAABEEAR PRI ELF 80 | (BRA TILEEREER LAV  RRMBH
BEYE  BEBEERA—EEX ELF KERIST LA RN,

REBHE Elif_Sym EXHEFSERFHTE  BEEEXAT :
<include/linux/elf.h>

typedef struct elf64_sym {

Elf64_Word st_name; /* Symbol name, index in string tbl */
unsigned char st_info; /* Type and binding attributes */
unsigned char st_other; /* No defined meaning, 0 */
Elf64_Half st_shndx; /* Associated section index */
Elf64_Addr st_value; /* Value of the symbol */
Elf64_Xword st_size; /* Associated symbol size */

} EIf64_Sym;

#ifdef CONFIG_64BIT

#define EIf Sym  EIf64_Sym
#else

#define EIf Sym  EIf32_Sym

#endif

He st_name R EBEFSEMRFRIBRFHNZRSE FENAZRIEMN "FRFER String Table )
05y, st_value EFSFRENRFIEIE, simplify_symbols BEIIEENREH SNSRI ST
FEEARIEREY st_value (B, st_shndx 2iZF=FF7ERY section 7E Section header table Bfgzs
S8 , (BRIZEXRE—EAFHIIEN |, ¥0 ELF &R, WFHEER , B8 ELF 34+Ha—1
section , X/ section FLEHE—Z7 struct EIf_Sym BUITRFIEMN—ME , SN sERE—
=

ENFSRIOSE TEARTHZE |, BIESSKEF simplify_symbols REEMISEI. REET
BE— for BRBHFFSEFTHRERS | MTE—MFSHIREZFSH st_shndx BEDER
BATAME. RIERIRIRE] st_shndx , BEERT , ZEFRFFSHE section RSIE , A7IER
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&, BAFRXMFSA—RFS. WT—RRFFSHKR , ERY st_value 7 ELF XXHHEHERMNEFRE
section BIAGERN—MREE , BT switch i default £3Z TR : SEEIRFSHRTE
section FRLNFIBIL , SN0 LB section RRYRBE | XIEFSE T HFSHSLAFIIL.

BT —RFS | EELRSHY st_shndx BERFHRIIS Y , B8R40 SHN_ABS #1 SHN_UNDEF , &
EXRPXFSEGEIMIL , Fitt simplify_symbols FEFARHXMIBRFLUTTE | SE705
ZFSE— "undefined symbol” , ESLHERHII—ERE KBRHOSIA" FS. XHERT
simplify_symbols EREISVER resolve_symbol FRECERMBIZEKRENFTE FEESTIH find_symbol
REHEERIZTE (NSRRI AZREN “find_symbol EE" 35 ), MRKET , #iE
CIERTFHRYSCRRIEITRELS st_value,

gnit , 2 simplify_symbols RERIERZE  IAHEI , RERFSEZPRIFFETSHEE
T IEHRY st_value (B , thRDERE T IEHRRIATFIbLL.

FIERTALE IR THRISEXAMIERIUERR S | AMBERERNLD ? MR BRIEEIIRAIE
Rep—AN "RFERASIA" FHESERARGETINISINHIIRZERSEHN , ERSEFE ? RiEE

HRZEREBER BB HARERSHMSIB' , MAEAAES , 2% "_ksymtab”,

“_ksymtab_gpl” #1 “__ksymtab_gpl_future” section #B#IRFEEI T RELAIAFIBILLL , TEIX
Lo HARZRTMEERAY mod TWEICRAESR |, BRXL section FHREIE ?

BXEEE 15 "IZERSHNFES" , 81 "_ksymtab” | " _ksymtab_gpl”

“__ksymtab_gpl_future” section #82H struct kernel_symbol ZBRUTTEAHIRAEE. FIBE
ALk, NRFRERSNITRANE | SRIEFH value FRIKA RIS RIERSImERT4E R
ik, BEIER , BATRXERFSEERWINEHRR Z FERNFPISiRbL, XBARERIE
EHIMR | BAEARTRIHERDIRBIRIRIER B "RERRAIS A" FFSA0EE | NRAERIAERFIRE]
HMFRFSENFIBI R R BN Z SRS SR | BEAXHZFFSHIS | U ASEEERNN
FihiE | XEMRMEENRRE, M Linux REZSHX—EAMRES |1 T AERE FRN—ME—
EEfL

e EEI ( relocation )

BT ERRRREF SRS 5 | B SaSINERT SEFRFF SR —ERIAIRE | ETERERD
REIRRRSHASHE , R — P HANFEEEVALF. FENCEEMAIRTHARMHE
MVSE  EAEEVAESESRESENAE  TERRFR AR — LA M RATR A
. BEAAPHEREN , D EXBEFAHAEEMAIIRABETHARMHREENENES K
ICREABIEE | RARENTX T AEXRTRRIERINEIX —FL. BRAKEATRIEIIEE KBRS
8, S RNERERLPAEERAR M. BEEEMERERZINESESREF—MREENLER
FENEZT  EERERR—MEBHTPRIS R  ENCERMMEILCE. AT LHRER

16 IHARKTIBL RSN SIE ? RANTRIZSHNHFSTS | FrErT SISt ERSmRR | FRIE
PIARIRIT AT EERERIRY. TIPIZERNIRR , EASHETEE/.
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HRYARR R EE M ANER.

WRBEHEG A EXPORT_SYMBOL SHIFRTS | BRARAIIRIE T EES/0iXMERAY ELF SUE4ERL
—AMHEIZHY4FTE section @ “rela__ksymtab” , BEIIETXY “_ksymtab” section BYEREfI , FRI9
relocation section, X4 section 2H FEMEIREIITTRIZ AT — 8.

<include/linux/elf.h>

typedef struct elf64_rela {

Elf64_Addr r_offset; /* Location at which to apply the action */

Elf64_Xword r_info; /* index and type of relocation */

Elf64_Sxword r_addend; /* Constant addend used to compute value */
} EIf64_Rela;

FHREE Linux RS AT HERINFAT EE AR

<kernel/module.c>

static int apply_relocations(struct module *mod, const struct load_info *info)
{
unsigned int i;

interr =0;

/* Now do relocations. */
for (i = 1; i < info->hdr->e_shnum; i++) {
unsigned int infosec = info->sechdrs]i].sh_info;
/* Not a valid relocation section? */
if (infosec >= info->hdr->e_shnum)
continue;
/* Don't bother with non-allocated sections */
if (((info->sechdrs[infosec].sh_flags & SHF_ALLOC))
continue;
if (info->sechdrs[i].sh_type == SHT_REL)
err = apply_relocate(info->sechdrs, info->strtab,
info->index.sym, i, mod);
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else if (info->sechdrs[i].sh_type == SHT_RELA)
err = apply_relocate_add(info->sechdrs, info->strtab,
info->index.sym, i, mod);
if (err < 0)
break;
}

return err;

}

ABA— for B KiEH HDR #E4 Section header table FEFAHR] entry, XF—NEEMAY
section , H entry F1RY sh_type B9{E8k/9 SHT_REL 89 SHT_RELA , 5 RIS AR A RRVEERLS
I, FAILASE ZFh2RES SHT_RELA(x86-64 EFRIEERA ) A0 : FEREHINERES , IREW T —
/N sh_type = SHT_RELA B9 section , Z& AR apply_relocate_add () RESHITEENM , BEE
MEZREIERAIRES , 7 x86-64 Z2H9_FHIBEMRSTILA :

<arch/x86/kernel/module.c>

int apply_relocate_add(ElIf64_Shdr *sechdrs,
const char *strtab,
unsigned int symindex,
unsigned int relsec,

struct module *me)

unsigned int i;

EIf64_Rela *rel = (void *)sechdrs[relsec].sh_addr;
Elfé4_Sym *sym;

void *loc;

u6b4 val;

for (i = 0; i < sechdrs[relsec].sh_size / sizeof(*rel); i++) {
/* This is where to make the change */
loc = (void *)sechdrs[sechdrs[relsec].sh_info].sh_addr

+ rel[i].r_offset;
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/* This is the symbol it is referring to. Note that all
undefined symbols have been resolved. */
sym = (EIfé4_Sym *)sechdrs[symindex].sh_addr

+ ELF64_R_SYM(rel[i].r_info);

val = sym->st_value + rel[i].r_addend;

switch (ELF64_R_TYPE(rel[i].r_info)) {

case R_X86_64_NONE:
break;
case R_X86_64_64:
*(u64 *)loc = val;
break;
case R_X86_64_32:
*(u32 *)loc = val;
if (val I= *(u32 *)loc)
goto overflow;
break;
case R_X86_64_32S:
*(s32 *)loc = val;
if ((s64)val != *(s32 *)loc)
goto overflow;
break;
case R_X86_64_PC32:
val -= (u64)loc;
*(u32 "loc = val;
break;

default:
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printk(KERN_ERR "module %s: Unknown rela relocation: %llu\n",
me->name, ELF64_R_TYPE(rel[i].r_info));

return -ENOEXEC;

}

return O;

overflow:
printk(KERN_ERR "overflow in relocation type %d val %Lx\n",
(int)ELF64_R_TYPE(rel[il.r_info), val);
printk(KERN_ERR ""%s' likely not compiled with -mcmodel=kernel\n",
me->name);

return -ENOEXEC;

FEEIOEE— for BIRRIBI AT relocation section ETEEETTE (SRS EIf64 Rela) ,
F— It rel[iINN—REEMANIFE --

BCRIE rellilfY r_offset B RIXISHE(ESUIBUHERTIEET loc :
void *loc = (void *)sechdrs[sechdrs[relsec].sh_info].sh_addr+ rel[i].r_offset;

relocation section header g4 sh_info 2FEEEEMHI section 7E Section header table 9=
5{&,

AR EIREEE MM SERFSRPATMLL sym :

Elf64_Sym * sym = (EIf64_Sym *)sechdrs[symindex].sh_addr+ ELF64_R_SYM(rel[i].r_info);
EESEAEEMATSHIRE BB

ub4 val = sym->st_value + rel[il.r_addend;

REERERFSRENBERMEIE val SRIEX loc FEMAVEUERDT | B/E4RRY switch IREIRSERL , &<
FRERR:

*loc = val;
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ERRRSHITSERESAPREMIHERR "Sefl’ (—MHENA , B "EEli” 1
RIEFAMPRT L. XN TRHAERMS | X "REFRSIR" AFFSLEN "SEEi ZEmEna
FERE N FEEFA.

é RRZSE
PIZIEIRIER insmod <P INEET , ATLABIIEINLL PRI S RIERIEB— LS4,
insmod demodev.ko dolphin=b@bcat=5
Hrh dolphin=10 #1 bobcat=5 #EREHZIBEAISE] , dolphin F] bobcat 25415 , 10f15 2
BARISEE. SN TREEREBIINBINSE , WERRASERATEHLMA module_param

R BBRIRATLARIRS S, £ EEAYGIF+ | #ERAIZEREL module_param(dolphin, int, 0)
SRAEBI—MERSE , FIITEAICIERER

<demodev.c>

#include <linux/module.h>

#include <linux/kernel.h>

int dolphin;
int bobcat;
module_param(dolphin, int, 0);

module_param(bobcat, int, 0);

static int demodev_init(void)

{
printk("dolphin=%d,bobcat=%d\n", dolphin, bobcat);
return O;

}

static void demodev_exit(void)
{
printk("+demodev_exit\n");
}
module_init(demodev _init);

module_exit(demodev_exit);
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MAEHFRIHEHRILIMGH | PRRIERINEEEMRRSEAMEIE (#Ial ) TR EEXIRRYIIA
{£EREL demodev_init fARZ AT , FRLAE demodev_init EREHERRS , EETLISEINGSITE
I SRAISERRS L.

Linux JERB module_param Z=HEXAITEEENANT ¢

<include/linux/moduleparam.h>

#define __module_param_call(prefix, name, ops, arg, isbool, perm) \
/* Default value instead of permissions? */ \
static int __param_perm_check_##name __attribute__((unused)) =\
BUILD_BUG_ON_ZERO((perm) < 0 || (perm) > 0777 || ((perm) & 2))  \
+ BUILD_BUG_ON_ZERO(sizeof(""prefix) > MAX_PARAM_PREFIX_LEN);\
static const char __param_str_##name][] = prefix #name; \
static struct kernel_param __moduleparam_const _ param_##name\
__used \

_ attribute__ ((unused,__section__ ("__param"),aligned(sizeof(void *)))) \

= { __param_str_##name, ops, perm, isbool ? KPARAM_ISBOOL : 0, \

{arg}}
#define module_param_cb(name, ops, arg, perm) \
__module_param_call(MODULE_PARAM_PREFIX, \
name, ops, arg, __same_type((arg), bool *), perm)
#define _ MODULE_PARM_TYPE(name, _type) \

__MODULE_INFO(parmtype, name##type, #name ":" _type)

#define module_param_named(name, value, type, perm) \
param_check_##type(name, &(value)); \
module_param_cb(name, &param_ops_##type, &value, perm); \

__MODULE_PARM_TYPE(name, #type)

#define module_param(name, type, perm) \

module_param_named(name, name, type, perm)
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B L, ERNRRIISAE—NEA "_param” [ section!’ hEN—LTE, XERRRIENHAR

ERERIER, XENLUARTDHFHRINGIFREFZZA ( R T —LIREHERAIRRAT ), LME
fFEEYS module_param 7= —MNEMRHIEDS , module_param(dolphin, int, O)BFFEI0T :

param_check_int(dolphin, &( dolphin));
static int __param_perm_check_dolphin __attribute_ ((unused)) = \
static const char __param_str_dolphin[] = " dolphin *; \
static struct kernel_param __moduleparam_const __param_ dolphin\
__used \

__attribute__ ((unused,__section__ ("__param"),aligned(sizeof(void *)))) \
= { __param_str_dolphin, &param_ops_int, 0,0, \

{ &dolphin } }

B I module_param(dolphin, int, 0)# “__param” section HEX T —/EA Jg struct

kernel_param HUE#SEE., struct kernel_param FENIOT :

<include/linux/moduleparam.h>

struct kernel_param {
const char *name;
const struct kernel_param_ops *ops;
ul6 perm;
ulé flags;
union {
void *arg;
const struct kparam_string *str;

const struct kparam_array *arr;

17 YIEER S AORFS FRFERY section —HE | HERESHFRTERY section thE— optional A9 section : {ISRIELRIGE A
module_param HEXEFIIHISHTE | BBAREMN ELF HEASEMIIRAY section,
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Hrh name ABHE , perm AXT sysfs XERFGHERSEANHANF , BXELMR struct
kernel_param_ops X35 ops FHIALRERE] set F1 get FSRFEAEH mod |9 args Ak RFIEHRAISEL
section [EfEIEURE | REAY union BRSNS .

__used 1 unused FERFREARFERTEZEEE | RALLERR__param_dolphin TEEIE
PR RIEMBER D H AR WAER.
param_check_int ZZFEMEMZEE dolphin £ module_param EZBIZABENX , BN struct
kernel_param #f9 union BXE AR 2 FRMERRERRNSEATEIIE MRZAZSEHBEEX |
MAA BeLEpk&dolphin BYE, ATLAFARIZAERTAIRAES demodev.c #£/ module_param 7=
IRRIRSE A , EECENHXLSE,
int dolphin; //E5EN
module_param(dolphin, int, 0); //$AfEEREREERSE]
WRTREIREF T 7 FEEXSEETE dolphin , 28 module_param(dolphin, int, 0)3&&EH
RIRSE , BLBRIN TRIFER
root@AMDLinuxFGL:/home/dennis/Linux/book/chap01# make
make -C /lib/modulesB.1.6build M=/home/dennis/Linux/book/chap0l1 modules
make[1]: Entering directoryhome/dennis/Linux/kernel/linud.1.6
CC [M] /home/dennis/Linux/book/chap0l/demodev.o
/home/dennis/Linux/book/chap0l/demodev.c: In function ' __check_dolphin':
/home/dennis/Linux/book/chap0l/demodev.c:5: error: 'dolphin’ undeclared (first use in this
function)
/home/dennis/Linux/book/chap01/demodev.c:Bote: each undeclared identifier is reported
only once for each function it appears in
/home/dennis/Linux/book/chap0l/demodev.c: At top level:
/home/dennis/Linux/book/chap0l/demodev.c:5: error: 'dolphimdeclared here (not in a
function)
/home/dennis/Linux/book/chap0l/demodev.c:&onfused by earlier errors, bailing out
make[2]: *** [/nome/dennis/Linux/book/chap0l/demodev.o] Error 1
make[1]: *** [ _module_/home/dennis/Linux/book/chap01] Error 2
make[1]:Leaving directory "/home/dennis/Linux/kernel/lin8xL.6
make: *** [default] Error 2
£ LERRRFFRISEAIG |, STLIERERSEAMSEHERIRE " &dolphin } , ERREESHHE

HAiE) , &dolphin IESAAREERERANETEABIE , FRERSEFIERN “__param” section
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FEB—IMAY relocation section “.rela__param” , FIsRSEAIISEUEETINERN , XIFABEIE
TP SHEEREHENERA “__param” section /A,

R T module_param Z 4h , Linux R&E FTIEB B 54PN % module_param_array F1
module_param_string , DRI RIZEEEEMFRIRISE , X PBABER,

TEITFE “insmod demodev.ko dolphin=10 bobcat=5" FiEHRISEBEIEIERTE | &5
AT LSRG SITHNSHESHEFEMERIISE XEERAEFHAFERSE dolphin Z&T ,
HEBEH insmod STHHLIMERMYE. B 1-7 BT w8 8UERsIEHRAY “__param”
section FYEH7E,

TESCPRAIPIZIRILEB R |, sys_init_module BREIHVERFE— 1244 const char __user *uargs j5#Eihz
BBIX 2R AT EEBET RN ERER SRR | £ insmod —MEREIFHEHINSEUSLAF
HENFRBEREEEEE, ARG load_module FE , i@T strndup_user FIERIZAFZSE
RS EHIEI N,

args = strndup_user(uargs, ~OUL >> 1);

( insmod dolphin=10 bobcat=5 )
|
|

uargs *—» y
I dolphin=10 bobcat=5L

CORE sectionp M args*

d [ dolphin=10 bobcat=5L 1
mod* mod->args
.gnu.linkonce.this_module /e o

e / parse_args()

mod->Kkp struct kernel_param[] e
=" 1 dolphint: & ( &dolphin_J€— set
" _param" section I bobcatl | @4—

Qs o
1-7 AZERSEUEIRIIEREE

strndup_user EREIAERSVERA kmalloc AERZTERFRRSHFFREDE—RATXE , A5
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BT copy_from_user ISHERSEHM AP = ESEHZ ARESE.

$=% , 7 HDR MERY section ###EZ) CORE 0 INIT section ZJ5 , load_module i&i3 FERY
section_objs ERELEFEEE “__param” section EREFZERISRLMIUE , FHERE struct module
RY struct kernel_param *kp fRTEH,

mod->kp = section_objs(info, "__param”, sizeof(*mod->kp), &mod->num_kp);

mod->num_kp 3 “__param” section 1 struct kernel_param 3I&HMNL, IS mod->args &
i BiER TR RESHF R RFXE,

=EVEAA parse_args BREE mod->args FRISEESHIE] “__param” section XIRAISE] :
<kernel/module.c>
static struct module *load_module(void __user *umod,

unsigned long len,

const char __user *uargs)

parse_args(mod->name, mod->args, mod->kp, mod->num_kp, NULL);

}

parse_args BRERIFERZR | HIHSTHRHANE— S8 BHSHES "_param” section
FRHILAYE— struct kernel_param X389 name B RFH1TICED , A0SR ICECALDIEMAIERE T XS RL
RISEY , SARRIEBIY struct kernel_param HfY set REUSEHESEUEEHIZ! struct kernel_param &1
arg. str 3& arr FrigAAIEEZSE, STFADFIREIGIF |, set F8EHEM param_set_int &%l , |
H7E Linux WIZERSHHE STANDARD_PARAM_DEF 7= ( kernel/params.c ) faEREN , BFEH
param_set_intZ0F :
int param_set_int(const char *val, struct kernel_param *kp)
{

long [;

int ret;

ret = strict_strtol (val, 0, &l);
if (ret < 0 || ((nt)l != 1))

return ret < 0 ? ret : -EINVAL;
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*((int ¥kp->arg) = |, //B@mSITHIISEUESHIZE] “_param” section A9 kp &
return 0;
}
param_set_int ECAAZS R “__param” section &1 “dolphin” #] "bobcat” FrXIMAY struct

kernel_param X3&eRY arg FLRIGHMEY 10 F1 5 , B2 insmod ST ENBIEHRSIFR
BHE, XZfE , WZERETLLET B S/ dolphin 1 bobcat T8 3 | FAELXLENISEE,

MERKNTLIER , EHEGSTHSHESHIZIERNSEIX/MIFEF , module_param ZRTEN
B9 “_param” section & THRIWER , & “_param” section , WZAILUKEIERPE N IS
HFTERNAFIEIE AT ASSITHRNSHENS . RARZERINES TR e SITo 58T |
X SATHS ARSI SINEKX  EEHEB55HEZEREER "="  BREE=tE R
IERIERSHITERIN T ( "dolphin=" 1 "10" ZIEBIZEE):

insmod demodeko dolphin= 10 bobcat=5
BABEBEINT™MER

insmod: error inserting 'demodev.kel: Invalid parameters
dmesg FEHIXMEIRATREIIT

[262282.558333#lemodev: " invalid for parameter “dolphin'

Eit , B ITEIER T AZIRRISEHG) | SEERRIBTIMEIERSE , ARAER AT
BT HRISHEHENERPSE,

& R [E] AR 5K R

SEIRETRRFRFH R RN —MER | BRETUARERRINHRSE | LT LABBR R EN S, XL
BRRZEHARTTEENIRZAT | EN— MERS | RIS — MR SHAIRFSE |, XFMERE
BN THARR. AR RAFETER SRR 8 | RR SRR Z EERARIRER , B
EREREGFHAARA TR REREIR % |, LA AATRES | RENRIRSHAIRTS. WU REEIRER
TEERARGXAMRIRRR | AN | INREH—MERI BT FERKR RME U R INE R SRR
TERY , PR FTREREU BN LEX MBS E.

It struct module HUREHHE AIAN TR R A S R IR RS IR B AOX K K.

<include/linux/module.h>

#ifdef CONFIG_MODULE_UNLOAD
/* What modules depend on me? */
struct list_head source_list;
/* What modules do I depend on? */
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struct list_head target_list;

#endif

Hrhpy struct list_head source_list 1 struct list_head target_list FASRIGFEEIREI X EIERAYHER |
SHZERIIERELE S EIRLE struct module_use :

<include/linux/module.h>

struct module_use {
struct list_head source_list;
struct list_head target_list;
struct module *source, *target;
Y
SR, BREPXFEMXERAGLEREBRDHH S ETRERAEE , ¥—NMREEH

CONFIG_MODULE_UNLOAD RS S , E/IRERHEEIEEIR | F PR ikiioc Kt
MR,

BRI RAGE RBEREESFIERTS mod HINEAET , HHINEREFR resolve_symbol
ERECRIRRE P—LE "RRRAIS | A" 775, NEAIIEEEMERSHNRFS PRI TIEEN/FS |
BB resolve_symbol REISESHIX—"FIERII5 | " FSHBRICRAE—1EEE struct module
*owner |1, A/S51EA ref module(mod, owner)7E#&5k mod FI owner ZBIEIIKIIXER.,

ref_module REEM—LEMNENZSMNEZ GV add_module_usage(mod, owner)fE mod
1 owner HEHRIEEIKEHAXZR , add_module_usage EREIHIENINT :

<kernel/module.c>

static int add_module_usage(struct module *a, struct module *b)

{

struct module_use *use;

DEBUGP("Allocating new usage for %s.\n", a->name);

use = kmalloc(sizeof(*use), GFP_ATOMIC);

if (luse) {
printk(KERN_WARNING "%s: out of memory loading\n", a->name);
return -ENOMEM,;

}
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use->source = a;

use->target = b;

list_add(&use->source_list, &b->source_list);

list_add(&use->target_list, &a->target_list);

return O;
}
REEAVFR kmalloc 5Bt— struct module_use BANEZSE use , 2S5 use Y source 185[H
mod &R |, target $5[E owner &3 , FERHE use AY target_list O mod HfY target_list $5EAY

WasERR | 15 use BY source_list I owner HfY source_list IEEANANER. B 1-8 BBl
struct module_use SISRE=/MER BRI KIXRNITS

mod_A *
< use_A
target_list
owner *
source_list
use_B

mod_B *

target_list target_list

@—)p source_list

1-8 mod_A 1 mod_B t&H{&kiF owner &R

1-8 7,18 mod_A F1 mod_B 19K FHEIR owner ,mod_A #1 mod_B Z AN EIKEHKE.

owner IEHSEIARS , ESH—MREDIER mod_A #1 mod_B ArfE. EHER mod_A 55T
mod_B IIARS , 7 mod_A IIANRFRT , BIRINEEZEIFE T use_A XI5 mod_A F owner [EEE
MKIRKR. BEIE mod_B IIAT RS , EATH owner {EHEGFIEKIAR |, INZEERECIET
use_B XI5# mod_B #1 owner [EEZKEX, MEIFRILABE , use_A XI5 AHRY source_list FRRE

AREHEM owner->source_list , TI2IEMA T use_B->source_list , [FENF] owner->source_list i
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M T ERRHERR.

anitt , mod_A #1 mod_B #&EIRET LSS IEGE target_list B RENERTKIAVFTEEIR , M owner #&
RGBS BHE source_list B RENERFAIKETT B SHIELR,

SMRFHEE—MERE | RELBRSBEMRREKE T ZRR | R CEANTie , JEER
Z517hR] source_list B—=5iR | BURIBIREEMERIKITE. BXABERREEITSITE.

¢ FEERAYhR A F2 15

WA H EE RS R AR Z BRSO — @, FrBRZRRIRZ ERZEA | &
Bithin RIS SHFARRRERERRIERLAT S, P XM AR T IR
ISR B D TTRIE. B&—T , —ME Linux 2.6.18 RZRISITER_H4RiF HRAMZIEREES
BRIIINEEIRRAS 7 2.6.35 BY Linux gt ? AISRIERERII—MEOTE 2.6.35 IRAFEHN
BHERF  BMARIBERREATERE— M AREENHIFFSMSEINEAIY | /588G e
BT, (BEAERRE T — "R RFRE O MR AEENAIXESE.

Ett , PIFIER 2 [B)ps it tH—F L SRR DA S HI, Linux REXJILAIRRIR S ZRE6E
FEEORIREEH , tHiUEO CRC RIS, XMSEREARBBIFERESR , IRIERSRISEHEN —
KNS 4 F ) CRCBIEGRT , BXTRELISMEFHUMAERED , BUARERED.

N T BRI FIREBIEE T , W RE TSR CONFIG_MODVERSIONS XN |, FEHERY
PSR R SRR AT B S FS CONFIG_MODVERSIONS , BNE S & E 9 HIN TS AR RATRE
NFFSHEiRSEINEAM. EBRXENBENSHLREMEA SERRANRR, WNRAZRERIREER
CONFIG_MODVERSIONS , BBARGEALBREAT ARG ZR , BMEHINSEMNEREES—NE

FB CONFIG_MODVERSIONS FIP#Z RS RdROEAT 4R HsRAg18,

TEELENAZIABEREE CONFIG_MODVERSIONS HEXHNZSHFEF4HIENE, THIE

“EXPORT_SYMBOL HIMZSEEL” —HHEAIER 7 RiZBTFSHFAFSHY EXPORT_SYMBOL 18X
ZRHIEN HPHI T —_CRC_SYMBOL & SNREMZImIFRIEAT CONFIG_ZMODVERSIONS ,
BPXS ISR T iRANE SR . B4 _CRC_SYMBOL BEN A -

#define __ CRC_SYMBOL(sym, sec) \
extern void *__crc_##sym __attribute__((weak)); \
static const unsigned long __kcrctab_##sym \
__used \

__attribute__((section("__kcrctab" sec "+" #sym), unused)) \

= (unsigned long) &__crc_##sym;

18 xppiEH PR ISR vermagic MR SPIZIIEO—BIBHTRE , AFRLDSSIUHTINE.
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W0t , }FF EXPORT_SYMBOL(my_exp_function)fIfIF, SSERRAVER FFENITHIEN ¢

extern void * __crc_ my_exp_function;
static const unsigned long __kcrctab_my_exp_function \
__attribute__((section("___kcrctab” sec "+" #sym), unused))
= (unsigned long) &__crc_my_exp_function;
__kerctab_my_exp_function FER{REF__crc_my_exp_function T2 HIEEKE—NEA

" _kerctab+*"#9 section B XJF EXPORT_SYMBOL_GPL #1 EXPORT_SYMBOL_GPL_FUTURE ,
HAFER section BIBFROBIA “__kerctab_gpl+*” #0 “__kerctab_gpl_future+*" ),

HIEI , SNRAZRZEAERET CONFIG_MODVERSIONS % , BBANTFE—NSHIHFS |, #8
SER— RN CRC KIS, RZ , iNIRAZIRERIRBERA CONFIG_LMODVERSIONS 7 , 3B
LERFEAESNSHEIEEFE CRC I8, “_ kerctab+*" %5 section FENEMNETFLHES
AT, STLLEITIZ section BRSNS AIREERD , LALSRFAIRFEERET EFRYE O B BFIXHFIEE T
RO tRYEE 1B ICES,

CONFIG_MODVERSIONS ZXIPIZHI S — NN T INERZERAES e+, RIEE "X iR
REISIA 52 (unresolved symbol ) ISR S AR , XN FERPHIMPKREXHIFS |, B
&V resolve_symbol EEFLARIR |, 7E resolve_symbol FEHIRERSIAR find_symbol k&
BiZBS. WRMIIEKE  NEREIE TRV check version IHXAZE O TRIGEANESIE. 7
i BIE A CONFIG_MODVERSIONS M &%+ , XMRMEZRRE 1, HREEHA
CONFIG_MODVERSIONS HyAZAR I THEO SRR,

ETEE—T CONFIG_MODVERSIONS X PutZistnssn.,
% AIEIEZIRY CONFIG_MODVERSIONS 3N SHF S IR ERTERSHAIS S,
EUR , [EF CONFIG_MODVERSIONS £ S&iiERIRIF T ESERZERAY ELF SUdr=E—

£ "_versions” HYsection'® , 3TFHELREBEFEE R FHY.mod.c X , SRTRIITRE :

static const struct modversion_info ___ versions[]
__used
__attribute__((section("__versions"))) = {

{ 0x372ac21f, "module_layout" },

{ 0x3ec8886f, "param_ops_int" },

{ 0x810b3618, "param_ops_string" },

{ 0x27e1a049, "printk" },

19 versions" section 2 scripts/mod/modpost.c £k , FEUAEEREEN , APIEEAR TR,
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{ 0xb4390f9a, "mcount" },

RIBEN T—NEEA struct modversion_info AYE4E_ versions , BifE “_ versions” section
th, struct modversion_info BENMT :

<include/linux/module.h>

struct modversion_info
{
unsigned long crg;
char name[MODULE_NAME_LEN];
Y
AW LRERZARRES | EXSNAIRRECEX 4 H/EA T CONFIG_MODVERSIONS |, ISR E4LHY
ELF S{eha4%Ep— N2 “__versions” i section ,i% section £IGHEHRAPIIERE “KAEBRHIS "

FFERBIIIMATRICIORAERE, 7ERIEAYER.mod.c BURFIF , printk YEARERAG— "KRR
BB|A" FEWBIE T "__versions” section f , TESEAEF4RY CRC KRIEFD /9 0x27e1a049,

ESH5e2A CONFIG_MODVERSIONS ZEXSPIZAIPIZIERISHIS/AfE , BRITSLRE—ES
BEHRINEFATAIE "REFERNSIA" FSERANTEO—BME#HTIRIER. XTSI 2@
resolve_symbol FREEEF check_version F#5EEAY , check_version REHIEEENIT ¢

<kernel/module.c>

#ifdef CONFIG_MODVERSIONS

static int check_version(EIf_Shdr *sechdrs,
unsigned int versindex,
const char *symname,
struct module *mod,
const unsigned long *crc,

const struct module *crc_owner)

unsigned int i, num_versions;

struct modversion_info *versions;
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/* Exporting module didn't supply crcs? OK, we're already tainted. */
if (Icrc)

return 1;

/* No versions at all? modprobe --force does this. */
if (versindex == 0)

return try_to_force_load(mod, symname) == 0;

versions = (void *) sechdrs[versindex].sh_addr;
num_versions = sechdrs[versindex].sh_size

/ sizeof(struct modversion_info);

for (i = 0; i < num_versions; i++) {
if (strcmp(versions[i].name, symname) != 0)

continue;

if (versions]i].crc == maybe_relocated(*crc, crc_owner))
return 1;
DEBUGP("Found checksum %IX vs module %IX\n",
maybe_relocated(*crc, crc_owner), versionsi].crc);

goto bad_version;

printk(KERN_WARNING "%s: no symbol version for %s\n",
mod->name, symname);

return O;

bad_version:
printk("%s: disagrees about version of symbol %s\n",
mod->name, symname);

return O;

www.embexperts.com

55



GRN Linux IREIXNFERFPIRZALE) FEF Tl HHRRtE 2012.1

}

#else

static inline int check_version(Elf_Shdr *sechdrs,
unsigned int versindex,
const char *symname,
struct module *mod,
const unsigned long *crc,

const struct module *crc_owner)

return 1;

}
#endif

EENT CONFIG_MODVERSIONS HUBHET , check version FB— for {&R{E “__versions”
section FH{TIBA , XIE/— struct modversion_info JTTERFAIKREIRIFTSHA symname #H1TITES |,
WNSRPCECAR DD , B TIEORRIEREENER |, AIRKEEIBESE | BRI ERZE O INZ S AYZ
A2—XH0 , BUFERARTEREIR.

XFREGHATE? |, PIZRIERRME T — =% CRC R TE genksyms , BfF Linux

MIHLIRRBAT scripts/genksyms HR T, WZIERmE T EMEEE EBXREMSHFSH CRC KRIGH,
LA TEAY demodev.h 34 , HEHRSH T —MREFTS my_exp_function :

<demodev.h>

int my_exp_function(int a, int b);

EXPORT_SYMBOL(my_exp_function);

BBAFERIN TSI A LAEZ genksyms 5 my_exp_function &9 CRC &5&70

root@AMDLinuxFGL:/home/dennis/book#  gcc-E demodev.h -D__ GENKSYMS_

-D__KERNEL__ | ./genksyms > demodev.crc

I3 demodev.crc 34 , AJLABZISMUATERIAE !

__crc_my_exp_function = 0x48a0010f;

genksyms R79# EXPORT_SYMBOL RFINESHASLER CRC KIS, T AIZFPIZIERT

20 XTFRWENES | ABFMEHMTIE , LETUBRIAS © Vo= (SHREE, RESEEH).
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= EIESEREHENERIYMIIFER genksyms SRASHIIFSTIARL "KERISIA" 54
PRAREERN.

1-9 FRTEARSLBAERIHROAXMERE—MNEAMITF |, EPRIER A ER2T RS HAY
—MEREX demofunc , IZRRZREIRY. ko SUH-ERHIREMZIRSMAY 2.6.18 hiA_E4miFmAaY , BifE
EHIETAZ B (RAS 2.6.35) B9 Linux RELINEIZER, IENERE , AZSHIIERE
demofunc FEMARZA 2.6.18 2 2.6.35 FURITIREFRET M | FRARZFEIEPiZREREERIH
WRASHT —1M28. MRARENNHAERIS BRG] | BPAEIE THhRART Linux RFeH
INEZRRE SR EMANE ? ERRERAME  IRBIFRIERIET , BiFSEEiR | BXeEX
BNBERIERATA.

0xa206¢ef4,
"demofunc’
e CRC
) b
p A p B
2.6.18 2.6.35
Oxa206cef4 b f
demofunc” | __kerctab" section | e———p
int demofunc(int a); int demofunc(int a, int b);

B 1-9 #HIBN%SHAYEN CRC AL

WMERANZ A F1 B ESVIECERIESS R 7 IRAEHE , BBAEBNIBR T SH demofunc iIXPMRFSHH
B2 B AXMEOERITNAY CRCREGHD, HEIFRIEIR A TERIZ A IRISTHAVER_ 1 TRmIERT |,
BRATHAE T Bt RSB HERPIXAD "KFRISIA" #5 demofunc 4pk CRC B3aHS , B
ERmiE TREFMANZTREFERN CRC RIGMBAMRTERTE M, FILABIJEBSRBEXT
demofunc EEEEORT— CRC &85 , BFHIES 0xa206cef4,

xS TR B s , BAFEA TR CRC KIEBERTE  BERARSSHT 1S5,
FLAR#Z B 5289 demofunc BREIEOREESH 0x74522d16, 1XH¥ , HiGEFRIMER A MAZ B
hngEhs , SEAMER CRC BILIAILETM SEAEMFIZIER , NTER A sEEM MR ER
BITA.

EF FEATE |, BIIENENRZETECER/SRA CONFIG_MODVERSIONS IR , IXFERIFES
IR BRI R S SR A= IS, ANRERE—NZEEAE CONFIG_MODVERSIONS
TIPSR E TR | AIEIE TREAS HIERHPSHIRFSTIEBL "SRR
51" frS4EaL CRC 56D , MNREXFIIERLREI—1NSAT CONFIG_MODVERSIONS #Y
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Linux &Gt , INEGZIERF SAERRAF=HIIAT IV |, iXFRE5R T RMEER TS B SERZAY

et

REERENE 33T CONFIG_MODVERSIONS #l# #&HRAYRE T BRI SHARFS 4 CRC
R , RPEH  RRERFIETHIESHINFSEHSWICREI—1EA "Module.symvers”
Bt TERIZXAR—ES

root@AMDLinuxFGL:/hee/dennis/Linux/kernel/linw8.1.6# cat Module.symvers | grep

printk

Oxc60f7®c __ftrace_vprintk vmlinux EXPORT_SYMBOL_GPL
0x85133f5¢c netdev_printk vmlinux EXPORT_SYMBOL

X

0x27e1a049 printk vmlinux EXPORT_SYMBOL
Oxbf8ba54a vprintk vmlinux EXPORT_SYMBOL
0x72741f25 trace_vbprintk vmlinux EXPORT_SYMBOL_GPL

Hb#TE FIMESHIMNS S FIRXSHASH CRC KRB  F=7IZSHIZFFSAIER |
BIFIRSHFSHIKE,

AR —MHEIIRIFAIPZAERR |, b0 demodev.ko |, 5IAZIT RZSHHIRS | tbad printk , BBATE
demodev.ko BURIFHEFIIEFR , TEMESTINZRIZATEN B R & Module.symvers X4,
B153IRY printk B9 CRC 123578 0x27e1a049 i12=Z) demodev.ko i “__versions” section &1, ¥
DiER , TREASEFERSUHASHAERAZEN— CRC 1568, £ demodev &AL
wiFE  EEULEHRERENBRTRI—1ME/ "demodev.mod.c” RIS , TEIZZEHH]
AR TEIAS :

<demodev.mod.c>

static const struct modversion_info ___ versions]
__used
_ attribute__((section("__versions"))) = {

{ 0x372ac21f, "module_layout" },

{ 0x3ec8886f, "param_ops_int" },

{ 0x810b3618, "param_ops_string" },

{ 0x27e1a049, "printk" },
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{ 0xb4390f9a, "mcount" },

MEETLAEZR] printk BREHIRIEFBFINZIREEMH Module.symvers FREJEE—#F,

NIXEERFJLAS | FRH—MEBRYERE , INRERMER AT B , A SHI—MFS "a_sym” A BFT
F  ER ATl B SRR mFENEE  BEE A SHNRFSRE CRC RGBT A FRIEERMY
Module.symvers {4/ , XFETEmIFTERE B RIS 4 —1 WARNING , XE&"a_sym"
[/home/dennis/Linux/B.ko] undefined! , BM&E7E B HRLLERSHION extern ... a_sym XtFHIFEER
BITRERX D WARNING |, 7=45i% WARNING HI/RERZ B HHRREEHKE] Linux RZSHITSERE
89 Module.symvers 314 , TFCiERE] A EH =419 Module.symvers 324 , FREATEIR DRI ER
FTERERAREERINER 2RI "a_sym” &S , Rt REEE 45T WARNING, M
x5 L& |, X1 WARNING HAZEHEGH , BAREERNESXRE B , IENRIEATTIS
8 . EREINZEFIENEHARFNPZERFISHITSRPER "a_sym” , {RUNTE B EHANE
Bl A IEREEWINEHZRS , BIABEBEEERINEEEERILE B &=HURE] "a_sym” fFSH9 , (B
BIRFAORIER B BEEATREMINESALT , dmesg WIHSHAYRRNMEREXRLIZ "B: no symbol
version for a_sym" =z, FrLAULARIRIEEE B EHAY.mod.c X4 , TEEH] versions[|E—FEAR
A "a_sym” W55, AATEHLIFKEER CRC KIS, &7 /RROEMFRRT |, HiEH
B9 B A &R Module.symvers SZHRIAREZRINZ Linux PIIZIRFSHIHEY Module.symvers 324

XHEFLETLAERR WARNING B B &5 RTLABRIINE. SNSRIATEE B 5 AY.mod.c X4 , #i&
KRIFFS "a_sym” KRH CRC REGREELHINTE versions[]4 , 7 H modinfo B7R B IRE T MK
#iX & depends :

root@AMDLinuxFGL:/home/dennis/Linux/book/chap09/framewk/device#modinfo B.ko
filename: B.ko

description: A simple kernel module

author: dennis chen @ AMDLinuxFGL

license: GPL

srcversion: -~ 5D9E027831864213C7A6B2D

depends: A

vermagic: 3.1.6SMP mod_unload modversions

¢ EHRAYEE (modinfo)

BHRAYRZ ELF MEFHEBEBE—1NE A “.modinfo” Y section , iIXA section AN AR RIREBE
fEHA—EEX(ER, 1F Linux SMETHLLE modinfo TEREE—MEHEMENES | LLTE
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modinfo it demodev.ko HEHRAYEE. :

root@AMDLinuxFGL:/home/dennis/Linux/book/chap01# modinfo demodev.ko

filename: demodev.ko

description: A simple keral module as an illustration
author: dennis chen @ AMDLinuxFGL

license: GPL

srcversion: D34E5D0B9552602BF236A4A
depends:

vermagic: 3.1.6 SMP mod_unload modversions
parm: dolphin:int

parm: demodev_str:string

HEHRASERSSF MODULE_INFO 7Z=3E[[i% section ifmIMEHR(SE ,MODULE_INFO Z=AHERE XN
T

<include/linux/module.h>

#ifdef MODULE

#define ___module_cat(a,b) __mod_## a ## b

#define __module_cat(a,b) ___module_cat(a,b)

#define _ MODULE_INFO(tag, name, info) \

static const char __module_cat(name,__LINE_)[] \
__used __attribute_ ((section(".modinfo"),unused , aligned(1))) \
= _ stringify(tag) "=" info

#else /* IMODULE */

/* This struct is here for syntactic coherency, it is not used */

#define _ MODULE_INFO(tag, name, info) \
struct __module_cat(name,__LINE_) {}

#endif

/* Generic info of form tag = "info" */

#define MODULE_INFO(tag, info) _ MODULE_INFO(tag, tag, info)
EMODULE;RBEEXAIIERT MODULE_INFOERZTENX. My FAZERTMES MODULE_INFO

www.embexperts.com 60



GRN Linux IREIXGNFE R PIZALE) B Tl Hhrtt 2012.1

£ “.modinfo” section FENT— L "tag=info"I=FFER , WiZTEIEA get_modinfo
RIRIS tag FEFRFERRY(E info, MZIERFFAETTLAEE MODULE_INFO ZREEERAFIN—L
HEXER | MHh , BERImIF T RS BhERRFRIN TR info: MODULE_INFO(vermagic,
VERMAGIC_STRING)F1 MODULE_INFO(srcversion, "OE163D6E46F5467DAFBBSFA") , =& TTLA
#£.mod.c IHFERIXFLLAEA

ERESINEAVRRAPNER |, 1NEEsEEAA check_modinfo FRERIRE “.modinfo” section FAJHHE
XEELMEREXNIIEINSEOEREDRER MSENEK , XUEEEE :

1) #&EHA vermagic

PZFIRIZAEIRAY vermagic #21Eid MODULE_INFO EXAI—4 VERMAGIC_STRING /& ,
BEEXFRLEE—MERFHAENE | ZASTREA RN EERERARENFRIE, ERnEd
R ERRPH vermagic EEFHRANEITRIPZENR vermagic —21 , MNRA—ENEIGEK
T, dmesg ELRIMEIU TEANERES.

demodev: version magic '36L.SMP mod_unlad modversions' should be 'B1SMP
mod_unload

FERHSEEHITRE load_module EREUEARREFIN FAMLBAER :

<kernel/module.c>

static int check_modinfo(struct module *mod, struct load_info *info)
{
const char *modmagic = get_modinfo(info, "vermagic");

int err;

/* This is allowed: modprobe --force will invalidate it. */
if (!modmagic) {
err = try_to_force_load(mod, "bad vermagic");
if (err)
return err;
} else if (Isame_magic(modmagic, vermagic, info->index.vers)) {
printk(KERN_ERR "%s: version magic '%s' should be '%s"\n",
mod->name, modmagic, vermagic);

return -ENOEXEC;
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/* Set up license info based on the info section */
set_license(mod, get_modinfo(info, "license"));

}

IZAIB R E TS AELRAY “.modinfo” section i&E$k vermagic XMWAYFRFER modmagic , 4l
SRERFINFNHBINIZAY vermagic FRAEFHITILR , LAERE 2B IVES , AILEANERIIGINEK
M. EETLUBII T RSEE —MERR “.modinfo” section IRZE :

root@AMDLinuxFGL:/home/dennis/Linux/book/chap01# reagelhodinfo demodev.ko

String dump of section '.modinfo’";

[ 0] description=A simple kernel module as an illustration
[ 36] author=dennis chen @ AMDLInuxFGL

[ 57] license=GPL

[ 63] parmtype=demodev_str:string

[ 7f] parmtype=dolphin:int

[ 94] srcversion=D34E5D0B9552602BF236A4A

[ b7] depends=

[ c0] vermagic=3.1.6 SMP mod_unload modversions

FFLAY$F demodev.ko iXMERRTIS , “.modinfo” section 1 vermagic IIMHIFHFERHS"3.1.6
SMP mod_unload modversions" , 3JFFEEFE BFE FHY demodev.mod.c 3244 , aTLABEITAIS
B

MODULE_INFO(vermagic, VERMAGIC_STRING);

WiZtERP A4 vermagic # MODULE_INFO 2i&id scripts/mod/modpost.c S4B zIER
1, RZERFRETAEREHEXHNX—ER.

BIEELEER] , VERMAGIC_STRING sLfir ERHEWZIRBMAEXE EERFESTRII—NFRT
£, AT :

<include/linux/vermagic.h>

#define VERMAGIC_STRING \
UTS_RELEASE " " \
MODULE_VERMAGIC_SMP MODULE_VERMAGIC_PREEMPT \
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MODULE_VERMAGIC_MODULE_UNLOAD MODULE_VERMAGIC_MODVERSIONS\
MODULE_ARCH_VERMAGIC

EERB 15 VERMAGIC_STRING fEE8I=E5"3.1.6 SMP mod_unload modversions "{X#£H9
BREZRFETNER. BATNEANAZRERENNEEEEA—EEE  FUNXIMBENS |
vermagic R LB EIERM A= SR —EB5

check_modinfo()EREERSH] set_license FISRAMEELR license HXAVEIRR XIEFRIZE TRETIE
AOTERR,

2) 1EHEY license
AT license fEfEBRRAS L MODULE_LICENSE Z=3 | |, %=/ g2 MODULE_INFO :

#define MODULE_LICENSE( license) MODULE_INFO(license, _license)

WSS NNEIITES , 218 license_is_gpl_compatible SEHAERIRAY license 255 GPL #S -

<include/linux/license.h>

static inline int license_is_gpl_compatible(const char *license)
{
return (strcmp(license, "GPL") ==

|| stremp(license, "GPL v2") ==

|| strcemp(license, "GPL and additional rights") ==

|| strcmp(license, "Dual BSD/GPL") ==

| strcemp(license, "Dual MIT/GPL") ==

|| strcemp(license, "Dual MPL/GPL") == 0);
}
FELAERZZRT license #3A795 GPL NRE | XERURRIENIHH RAIE 2 SEARBI SR | %A
mod XJEREJ unsigned int taints E‘ZJ\'LE%_/\1;§1;&%E%I'5*W$? £ 50 E NI 2 /Y

check_modinfo() & FHAIEEICREEAT set_license() &Y , 55 FSRXIIELRAY license &
&, set_license BYEES :

<kernel/module.c>
static void set_license(struct module *mod, const char *license)
{
if (llicense)
license = "unspecified"”;
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if (license_is_gpl_compatible(license)) {
if ('test_taint(TAINT_PROPRIETARY_MODULE))
printk(KERN_WARNING "%s: module license '%s' taints "
"kernel\n", mod->name, license);

add_taint_module(mod, TAINT_PROPRIETARY_MODULE);

}

BREER license_is_gpl_compatible()SRANAEREE GPL FHE , IRAR | BICZIERICRES
TSIRPIZAVERR |

mod->taints |= (1U << 0);

=X USRI LABE mod->taints SRABENZANERES GPLFS. MNTETPHNERRS

BEdR , WZFE— unsigned long B12£FZE tainted_mask EERxR , ERFEMIEERAT |
tainted_mask S¥MEFZFAEEEE | LEZRZEEEBHR ST,

B4t . non-GPL RIRIR T A(E AR EE BRI EXPORT_SYMBOL_GPL SHRIFFS | 7£00
FIXFEAGESRATEHEL" Unknown symbol in module" X {UBBEIRER  BAEAENRIEINASH
EAFETIeTEXET.

1.34 sys_init_module ( 83845 )

load_module HREGEAERINELFFRBRNREL(FZfE , EFREIZR sys_init_module [FETE
load_module RIEHH EFFMAYSSISAENIRIELRERT , FTENTIFELE

12 1 R R AIFD iR (L R £

AE "struct module ZEEITE mod #IIAL" FHFELIREIT mod H init EEUEE RUMEIER
TEHUERD RAIRIMA I REREY , BITER sys_init_module AT , BB :

<kernel/module.c>

sys_init_module( void __user * umod, unsigned long len, const char __user* uargs)

{

if (mod->init = NULL)
ret = do_one_initcall(mod->init);
if (ret < 0) {

/* Init routine failed: abort. Try to protect us from
www.embexperts.com
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buggy refcounters. */
mod->state = MODULE_STATE_GOING;
synchronize_sched();
module_put(mod);
blocking_notifier_call_chain(&module_notify_list,

MODULE_STATE_GOING, mod);

free_module(mod);
wake_up(&module_wq);

return ret;

}

MEAERBILEL | SRR REHERMSHARH AN, WRESIRETIRCREL , R4
THE do_one_initcall REIAEHIER. WNRERVIIACREGRRINER , BBAEREIE 2 HNNE
BTRSE , B EEFFHMERAPIAESI MODULE_STATE_LIVE :

mod->state = MODULE_STATE_LIVE;
FNLE , SNSRI T HIARES init , BRA AT RANRHEREY exit,
é 27 INIT section Fr 5 FBEIZS (A

ER—BiEAIINEL , HDR #EFD INIT X SRAESEEABESWAR , BEERME].
 sys_init_module R , B INIT XIBATERTFEHEEL module_free B , FEBEEA
viree SRR INIT XiFRERIARTEZE ( mod->module_init ) :

module_free(mod, mod->module_init);
i HDR MEFr ST EERNAESER |, ©Lbr EHIE load_module REAIREES :

<kernel/module.c>

static noinline struct module *load_module(void __user *umod,
unsigned long len,
const char __user *uargs)

struct load_info info = { NULL, };
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vfree(info.hdr);

}
ERAIHINEHR TG | [EEIE TR RSP ATE IEAMER X R UNE 1-10 fFrs.

Linuxp "E

modules <) <+—)> <+—>

1-10 AZSHZIER
WZA—=2B% & modules HERICREFHATHE CIMEANRER,
& TP L 452 2R 78 RO $3%

Linux RIzRM T —MREEAHE | thHUERMBRIERNHE ( notifier call chain ), XMFHERRE
RIS RSP ERR  FARRSENEMBAPEEESMERD. BTEMNE  SERaER
fbFIRRAE AT AR BB — RS TIEN | S2BHRER | XEAEREEBA ST
AR EIEREIS SR . PIZARERAHISCIIRIERIERNHE module_notify_list Bi2A%HRE
BAIERRY—5%. EAINES FRRISCHIBIESCRRESR | BRIl | RGERL M RAIXE
EESHAIE AR — MR | AR —FENRRSHRER | SARMENRZAMRSEEHIZIE
ENFEER  ARASERLMNRERY. MENENELBBE — 1 struct

blocking_notifier_head S5BIRYETE | 1Z3EBIIEN ¢
<include/linux/notifier.h>

struct blocking_notifier_head {
struct rw_semaphore rwsem;

struct notifier_block _ rcu *head;

XEBURNZERPERS module_notify_list A, KiFIE—TFTEMHPENSTTREREL,

21 iR RROE AR B RTEZFT kprobe,
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module_notify_list A—2/F3% 8 , AREEMAMAZEREMRBRIBNER , HEX

<kernel/module.c>

static BLOCKING_NOTIFIER_HEAD(module_notify_list);

FTAFBHBEIEENHDBHEKT —1NEBE A struct blocking_notifier_head B 3F &
module_notify_list, SNR—PHZIERE T RIARMERHABREREXNEHS , JLUAR
register_module_notifier RZEM—MERWR , ZER/NKRFELEE—1TEBEREY. =
register_module_notifier REFLIIMRSLIM T — NEIBAERZE  RFPETAIPEEHEXRNE
HRENBSARAIXIEARYE. ITERTBRERNNE  THEHLEXES
register_module_notifier ERETEPIZIRIZHAYSEIN

<kernel/module.c>

int register_module_notifier(struct notifier_block * nb)

{
return blocking_notifier_chain_register(&module_notify_list, nb);
}
ERETHISELEN struct notifier_block BEEH , KF—MNEMLEAXISR. struct notifier_block B9%E
XA

<include/linux/notifier.h>

struct notifier_block {
int (*notifier_call)(struct notifier_block *, unsigned long, void *);

struct notifier_block __rcu *next;

int priority;
2
He | notifier_call BiEFMBIEMEAFPIEREREL . next FSRMIALIERE , priority {FR—1NE
MERAER , BRAEBNER BRSPS EINE | $EEXARIERES.
blocking_notifier_chain_register &ZiE3JER notifier_chain_register REUS— BRI SN
module_notify_list EIRAVHER, EE—MNENETIINFERET , RESIERERAY priority ER
— MR XEFHTERAF  HEREUSMIANEREEISLES | SESEHREN , BER

SEERzEl. B 1-11 BrR 7 2 MERER—FKBA1HE ERA T register_module_notifier , FHILLHZ
RAZ ARSI ERE
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blocking_notifier_head 1 2

n
notifier_call —e " notifier_call _/> notifier_call |—e
next next . next
priority priority priority

1-11 AizP—FBRE R EE
5 register_module_notifier 18 , IREN—FBHMEFEH— MBS R , BBARZEH
unregister_module_notifier &Y , ZREHIRES
int unregister_module_notifier(struct notifier_block * nb) ;
LU EHE TR/ MRS — S BRSE A E— MBS R | N REEAEMTENRZE
HRER | BN R AR EEREN AR, LAPRIZERIIEGSFERSB] , sys_init_module &
HEFEAT load_module Zf5 , £i&id blocking_notifier_call_chain & 3 & %073 B3 §%
module_notify_list FA9RLER , HI40 , 205 load_module FEFLINRE] , REFERIIFOAZR S
TEBE5HE , tbBT sys_init_module £i@13 18R blocking_notifier_call_chai() B £ 3i@ 0

module_notify_list FRYER , —MERIEEHRINAZRS (MODULE_STATE_COMING ):

<kernel/module.c>

sys_init_module( void __user * umod, unsigned long len, const char __user* uargs)

{

mod = load_module(umod, len, uargs);
if IS_LERR(mod))
return PTR_ERR(mod);

blocking_notifier_call_chain(&module_notify_list, MODULE_STATE_COMING, mod);

}

FERTBERR blocking_notifier_call_chain E&iG{#@EE04% module_notify_list ERIRLESAIE
TREISER  ESCHURE o AR SRS 9 module_notify_list EIRLER  FOXARESER
L85 notifier_call B4, & NFISHPHEATLULIR JSRRRANEAIE B ER MODULE_STATE_LIVE
#1 MODULE_STATE_GOING ), lziERInEas&f<iER blocking_notifier_call_chain BRESER
module_notify_list FHIEMERES .

www.embexperts.com 68



GRN Linux IREIXGNFE R PIZALE) B Tl Hhrtt 2012.1

REFA— R RINREE WRHGERI§EAVIERE |, ISR modnoti.ko AYRRBESR
T AaTF AR E R AR T R SR SEHE RIS

#include <linux/module.h>

#include <linux/kernel.h>

#include <linux/slab.h>
static struct notifier_block *pnb = NULL;
static char *mstate[] = {"LIVE", "COMING", "GOING"};

//BRIEERXISR pnb _FRIEIEREL
int get_notify(struct notifier_block *p, unsigned long v, void *m)
{
printk("module <%s> is %s, p->priority=%d\n", ((struct module *)m)->name, mstate[v],
p->priority);

return O;

static int hello_init(void)

{
/15— struct notifier_block BENEE XIS
pnb = kzalloc(sizeof(struct notifier_block), GFP_KERNEL);
if(lpnb)

return -1;

/[ BRIEE R _ERENERREY
pnb->notifier_call = get_notify;
pnb->priority = 10;
register_module_notifier(pnb);
printk("A listening module is coming..\n");
return O;

}
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static void hello_exit(void)

{
unregister_module_notifier(pnb);
kfree(pnb);

printk("A listening module is going\n");

module_init(hello_init);
module_exit(hello_exit);

MODULE_LICENSE( "GPL" );

Zi@d "insmod modnoti.ko" {BIZRIERIIARLSSS | £ dmesg YL AT LUK IMAN T AY%IH

l:ll_:-

l]I}

root@AMDLinuxFGL:/home/dennis/book/gem@dule# dmesg
[230330.738545] A listening module is coming...
[230330.738555] module <modnoti> is LIMBppority=10
A9 modnoti.ko FEEXIHE module_notify_list ;FM—MNERBIFIE R EEIERAVHITALREF |,

Fr LA & #& sys.initmodule B % & & 3 # % & ® #H 81 B B 7
blocking_notifier_call_chain(&module_notify_list, MODULE_STATE_COMING, mod) , {B2IttET
modnoti IEHRANBINERIEZE HIE module_notify_list BXIfEH ,E i modnoti RegizIEIA
4 TE OB YR 2 B B blocking_notifier_call_chain(&module_notify_list,
MODULE_STATE_LIVE, mod)iSi@50iEE.

FERTHANELSE modnoti.ko RS , Bi@Y “insmod demodev.ko” MNEFB—AZER |, AT
dmesg RIEIH X ZH TITFAIT

[230357.414452] module <demodev> is COMINgariprity=10
[230357.414467] module <demodev> is LIVEynority=10

XLE sys_init_module EREGIFED , & RZRE BRI HI AR T,

1.3.5 HRREVENEL

XS TFAEERAII0EL | NRFPEIE— MESRAVESHENBERINTF S, B—MERNRFHEE | £
rmmod %<, teil “rmmod demodev”’, rmmod BT ERSAR sys_delete_module SR5EREIER

I/F, ZREURBANT ¢
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long sys_delete_module(const char __user * name_user, unsigned int flags);
é find_module BB %§
sys_delete_module EREEFCRERERBFTERMRENFIRIRE A strncpy_from_user REEHZEIA
ZEsiE
if (strncpy_from_user(name, name_user, MODULE_NAME_LEN-1) < 0)
return -EFAULT;

REVER find_module BREEPIZHEIPRIEDRESR modules 7 name SEEHEENZAIELR,
find_module BERIENINT :

<kernel/module.c>

/* Search for module by name: must hold module_mutex. */
struct module *find_module(const char *name)

{

struct module *mod;

list_for_each_entry(mod, &modules, list) {
if (strcmp(mod->name, name) == 0)
return mod;

}
return NULL;

}
BREUET list_for_each_entry £ modules f#RFiEAE—MER mod JEIRIEANTICHEIIALE |,

£F%E modules AREERFTITACMBAMRRIZARIHER. NREXRFISEER , WKL
IRENZIERAT mod 2548 , BNIXE] NULL,

& DERRIKIIK R

WNER sys_delete_module EREIALINEIRE T EEIFHAVER | BPARE T RAEREREEIIEIYK
MTHIEEHEHAIER , HTFRAREUNER | —MEREKEIIERARIZ N\ R SR, &
BIE "EREIMKEIRR" o PELEITNICT NZAMEIRIFR AP SRR BIHKIIRR  XERFE
OB BEIFIERAY source_list SERER/ AT , BIATHIBTXFMKIIAER | BR8N :

if (list_empty(&mod->source_list)) {

/* Other modules depend on us: get rid of them first. */
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ret = -EWOULDBLOCK;

goto out;

EASHERN "EHREIKERER" SO FMNBZITieIT NR—MEBRIS mod BIELR source._list
Btk |, (IERERATSARIERKET mod , AR R I SHE SRS T . B
S ARSI ENE (R E$EIRFE EWOULDBLOCK ZIFFZSE/RY rmmod),

é free_module &g

WER—YIIER | sys_delete_module BERESVER free_module BRECRIMIEIREIZARIIN—LLE
BT  SEEFERAAZE/ MODULE_STATE_GOING {GEIERIEHRM modules §ERFHMR |
BER G AR CORE XIFZAEM , BEUERMNBR S EEKIISEFT SRS |, REISTIIE
LR |, XEMABFMTIET .

1.4 KE/NE

KEFMTIC TERRBREFNERFER RIZIERE SR AT B AT LAER
FETHREISY BRGNS | XEERARMNE. ERFTE |, IEFAEEERERIE—AR
79 mod utils WTES , EhaFEHEEAR insmod 1 rmmod T &,

PRIIEIRIE SR ER—F EE(UAY ELF 32 B Linux RSRRIPARZAR LR NEES TR SR NEANED
. ERALIERRZIRBEE EMRRSCHIAREL  XFERRAE TR RZARR =T
EMEA BTLATERR. Lt . PIZFNPIIZARSET EXPORT_SYMBOL ZHMNSHRAFS | XS HAR
SHLEMARRETER | B ISBE—MEHR section &, WIZFIMIZIERIBBRER section
BRREESHAFSHIER. REPAEMNINEIERELAERNAEREAZN— 1 2REE

modules /1,

BRRERIFINREREE— N WRFEN |, XTHEEARETHHRATE  MERREERRIFDL
B —EEY , BELSEFALRAREERER. B, — ko XHERETEHEN
TZIRISIATARY , INREE—METARRMRARNRFFINEIZ ko X4 , BRIRERS [Ee—XETE
)RR, BUa0 , FEERRRAEYEE | E/).ko HFMERN—LAREREATERIRARIRZHRTEEHR
BENET. ATHILX—EEIEE  RESINTRAESE. NRARERTTSRBAIT
ANRT , WRAR—EFHARSRA—NEARE | BFRLAERhR AR EEFiRmIEIEHTY.ko X
.
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